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The ixi-UMS Voice-Mail Server is essentially a voice mail box system with remote inquiry. However, it provides some additional
interesting features which are not included in a traditional voice mailbox system:

¢ Quick message option which allows a caller to leave a message immediately by pressing the "0" while the announcement is
playing

¢ Individual and personalized announcements. Individual announcements are completely determined by the user while a
personalized announcement consists of a part that cannot be changed by the user and an individual part (e.g. the user
name) that can be recorded by the user

e Supports 6 profiles and one profile for calls from internal extensions with 2 announcement languages each.

e Any number of announcements in different languages can be recorded per profile

e A call transfer destination may be specified per profile. Callers then have the option to to leave a message or to be
transferred to a colleague

e Profiles can be switched automatically company-wide per working day, according to work/non-work hours

e The announcement language can either be selected automatically according to the caller address (country code in
telephone number) or manually by voice menu

e You can choose to listen to unread/read voice mails and unread/read emails (which also includes faxes and SMS)
e Messages can be deleted or moved to a trash folder

e ixi-UMS Voice-Mail Server directly accesses your mailbox, this is why new messages are indicated and deleted messages
disappear immediately

e The following properties of a message are read: Message type, date/time, sender address or name, subject and the body
text

e The sender of a voice message can be called back directly.

e Fax messages and E-Mails can be forwarded as faxes.

e Voice messages can be forwarded as voice mail and provided with a spoken comment.
e Replies to messages can be sent

e Each user can specify a PIN to protect access to his voice mail box

e Users can be informed about new messages via SMS and/or MWI.

e Security features: The access to the ixi-UMS Voice-Mailbox can be restricted to specific devices (e.g. office telephone or
mobile phone). After a specified number of failed attempts to enter the PIN, the remote access to this mailbox is locked.

e Configuration over the phone or a webpage-based ixi-UMS Voice-Mailbox Configuration, which can be made available via
the ixi-UMS portal

Introduction



e Processor with more than 2000 MHz

e 1GB free Memory

e minimum 100 MB of free hard disk space + at least 0.5 MB per announcement storage space
e Network interface card

e CAPI 2.0 compliant ISDN board, H.323 / SIP

Windows 10/11 (64 bit)

Windows Server 2016/2019/2022
at least ixi-Framework 8.0 installed
at least ixi-UMS Kernel 8.0 installed

Call transfer requires special features on your ISDN board/PBX *

ISDN
Benotigt ISDN-Karte PBX
DSS1 Protokoll, Capi 2.0 DSS1 Protokoll, Hold/Retrieve
S L Su plemen.ta ry Services (ETSI I.EN 300 369 - )
Hold/Retrieve and ECT ECT with Implicit Linkage or
ECT with Explicit Linkage
Qsig Protokoll, Capi 2.0 Qsig Protokoll,
Point-To-Point Suplementary Service ECT, CAPI Call Transfehr or PathReplace

HECT implemented as Qsig CT
und / oder Qsig PathReplace

Voice over IP
When the features transfer / connect and/or callback shall be used, the following features must be supported in addition:

bei SIP: bei H.323:

Standard SIP "INVITE" und "REFERE" H.450.2 "Call Transfer supplementary service for H.323."
H.450.4 "Call Hold supplementary service"

The service HOLD is needed to hold an active call in order to make the call transfer after having made a consultation call.
Retrieve is needed when the consultation call or the call transfer was not successful in order to reactivate the held call.

For more detailed information about the connection / configuration of the ixi-UMS VolPconnect for your PBX, please turn to
ixi-UMS support department.
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One of the key features of the ixi-UMS Voice-Mail Server is its integrated user management. This means that user settings for
ixi-UMS Voice-Mailbox can be made directly in the LDAP server of your messaging system if your are running one of the
following systems:

e MS Exchange
e Lotus Domino

Any other system must meet the following requirements:

e User management is LDAP based

e |t must be possible to gain read/write access to the LDAP database

e There must be a per user attribute which can be used to store ixi-UMS Voice-Mailbox User settings.

e If there is no such attribute, the system must support an extension of the schema mechanism to add an appropriate
attribute.

¢ IMAP login data must be obtainable via one or more LDAP attributes. In Exchange, for example, the samAccountName
attribute contains the IMAP user name.

If one or more of these requirements are not fulfilled, it is recommended that you use the ixi-Framework OpenLDAP Server for
user management.

Note:
In order that the user can carry out changes in his profile settings via the phone, a write access to the LDAP list is necessary. If
this cannot be guaranteed, the profile data can be stored locally on the server.

Another key feature of the ixi-UMS Voice-Mail Server is that it directly retrieves and handles voice mails, e-mails, faxes and
short messages (SMS) - depending on the version installed - from the user mailboxes located on the messaging system. No
replication between ixi-UMS and the messaging system store is performed.

In order to be able to intercept the messages by telephone, the messaging system must fulfill the following criteria:

e Support of the IMAP protocol in order to access the mailboxes
e Administrative access to the mailbox stores, this means that every mailbox can be accessed with one particular

user/password

Alternatively, every user must deposit his own password for the ixi-UMS system in the LDAP-data base. The user gets a link to
the respective entry-site with the "Welcome Mail".

The following methods of administrative access are supported:

1. The account entered in the ixi-UMS Voice-Mail Server logs in into the respective user mailbox by the use of the alias (read
out from the LDAP-data base). This method is common e.g. with Microsoft Exchange 2016/2019

2. If the IMAP Server supports the "Other Users" namespace according to the RFC 2342, it is possible for the administrator to
see the mailbox store of the users. With the particular access permission it is possible to access the mailbox stores with the
administrative account. This method has been tested with:

e Lotus Domino 7 and higher
e CyrusIMAPD

3. Specification of the complete "path" to the inbox of the user

You can find further information and possibilities in How To: "IMAP4 Login".
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Introduction

The ixi-UMS Notifier Express is a service for the notification of new faxes, voice mails and short messages (SMS).

When a new ixi-UMS message arrives at the ixi-UMS Kernel, the created "rule" is checked by the Notifier Web Service.

The settings can be made globally at the ixi-UMS Voice-Mail Server, per user in the LDAP data base and / or by the user via the
browser-based ixi-UMS Voice-Mailbox Configuration.

Benachrichtigungen Y The Notifier Express Service activates the
respective notifications when messages come in.
Allgemein With the signaling at the telephone, the UMS

recipient number (extension) is displayed on the
phone as sender.
Please take notice of the information in the User

[] 5tandardeinstellungen fiir Benachrichtigungen venvenden

Benachrichtige den Benutzer

bei 1 | neuen Fasnachrichten) Management.
[ bei
[T bei As the settings are stored in the LDAP data base,
the ixi-UMS Notifier Express is independent of the
Die Benachrichtigungen an folgende Gerate Senden messaging system.

M1 auf dem Telefon des Benutzers setzen
Absender fir My | 9985

[ 5M5 auf das Mohiltelefon Notifications about new e-mails are not possible,
because the ixi-UMS system does not "know"
about arriving e-mails.

When the messages are accessed via the ixi-UMS Voice-Mail Server (access by telephone), the message counter and the
MWI-status at the telephone (if applicable) is reset as soon as the user calls the message menu.

When the messages are accessed via the mail client, the message counter and the status indication at the telephone - if
applicable - must be reset manually.

This is possible for the user via the ixi-UMS Client Tools or via a respective mail to:

NOTIFIER_EXPRESS_OFF@ixialert.com.

Notifications can be sent:
0 as MWI to workstation telephone
0 as SMS to mobile phones

ixi-UMS Voice-Mail Server is released via the ixi-UMS Kernel license key. The ixi-UMS Kernel license key controls the feature
set the ixi-UMS Voice-Mail Server provides. Therefore, you do NOT need a separate license key for the options of the ixi-UMS
Voice-Mail Server.



1.6 ixi-UMS Voice-Mailbox Configuration

From ixi-UMS 7.0 web-based ixi-UMS Voice-Mailbox Configuration is provided by ixi-UMS Portal Server in ixi-UMS User Portal.
The ixi-UMS Portal Server can be installed on any computer. Further information can be found in the ixi-UMS Portal Server
manual.

The ixi-UMS Voice-Mailbox can be set up over the phone and via a web-based interface. ilformation about the setup can be
sent to the user by e-mail. The content of the e-mail depends on the configuration of the ixi-UMS Voice-Mail Servers and the
user settings.

If the link to the ixi-UMS Voice-Mailbox Configuration required for the login is sent to the users by e-mail with the first call,
please note that the users must be informed separately about the instance name/company ID to be used and the required
login information.

= + & = Welcome to the ii-UMS Voice-Mailbox - MNachricht (HTML)

Datei Machricht Hilfe Q Was mdachten Sie tun?

Di 10.03.2020 15:21

ixi-UMS Voice-Mailbox <ixi_ums_voicemailbox@bak2017.net>
Welcome to the ixi-UMS Voice-Mailbox

An  Karin 5andmann s
= Attached file: ixi-UMS Voice-Mailbox Benutzeranleitung.pdf - Attached file: ixi-UMS Voice-Mailbox User Guide. pdf .
= 1ME #= 1002 KB

Welcome Karin Sandmann to the ixi-UMS Voice-Mailbox
The number of your ixi-UMS Voice-Mailbox is: +49 8142 48387123

The voice messages left by the caller are delivered to your e-mail inbox as ixi-UMS Messages.
To listen to the message open the WAV attachment or send the ixi-UMS message to your phone.

Configuration via telephone

Your ixi-UMS Voice-Mailbox has been set up for configuring and retrieving voice messages by phone.

To do this, call your voice mailbox number, press the " key while the announcement is playing and enter your PIN.
Your PIN is: 12343

The detailed user manual for operating and setting up the ixi-UMS Voice-Mailbox via telephone can be found as a PDF file in
the attachment or as an HTML version under ixi-UMS Voice-Mailbox user manual

Configuration via the ixi-UMS User Portal
Alternatively, you can set up your ixi-UMS Voice-Mailbox conveniently and clearly via web browser using the following link:

ixi-UMS User Portal
The login information required for the ixi-UMS User Portal is provided by your administrator.

The detailed user manual for operating and setting up the ixi-UMS Voice-Mailbox via the ixi-UMS User Portal can be found as
HTML version under ixi-UMS User Portal Manual

Introduction



If the link is opened, the user must log in with his LDAP The options offered to the user are specified ixi-UMS Portal
account. Server For further information, please refer the manual to the
ixi-UMS Voice-Mailbox User Manual.

- O X

e |E http://localhost:88%0/umsportal/login ~O~ | W ‘_f:' ‘Z:} @

- = ixi-UMS Voice-Mailbox Configuration
E ixi-UMS user-portal x ||__ |

ixi-UMS User Portal -

Qverview Profiles
Login Profiles
g Notifications ) _
- Determine wich profiles should be used:
- Change PIN
Sn LI veiness Remote Inquiry
Default profile (active) Work A
Username smith@business.com i )
Edit profile
X no announcement available
Password .l.....ll...l-l L
" callers are able to leave messages
[ Stay Logged in K call forwarding is inactive
¥ Save Company IS
Login | Profile used outside office hours
MNone A

Profile used during breaks
System default: None v

2 |Installation Preparation

Before you start the installation, some things have to be checked and prepared.

Important:
When the first call comes in, the user receives an "ixi-UMS Welcome E-Mail" with his data, the user manual and the link to the
browser-based ixi-UMS Voice-Mailbox Configuration.

The ixi-UMS Voice-Mailbox number is read out from the attribute determined at " Welcome Mail". If no number is inserted
there, the called number is entered.

The displayed PIN is entered at the user properties. If there is already a PIN deposited there, e.g. from a previous version, the
user is informed about it.

If the user shall receive another attachment, this can be changed.

The "Welcome E-Mail" can be switched off in the ixi-UMS Voice-Mail Server configuration.

Introduction 9



10

To be able to access to the mailbox, some settings are required in the mail to servers. According to the mail servers and used
users database you see please:

e Preparing Microsoft Exchange 2013/2019
e Preparing Lotus Domino

See also under How To:"IMAP4 Login".

The query of messages in an Microsoft Exchange 2016 or 2019 Server is exclusively supported in combination with Active
Directory. The ixi-UMS user properties have to be deposited in the AD.

If another LDAP-data base is used for the storage of the user data, please refer to How To "Advanced LDAP Settings" or
"Individual IMAP4 User Log-in".

In order to be able to read out and store the settings of the users, an administrator account is required for the LDAP-access
(Active Directory).

With Microsoft Exchange Server 2016/2016, it is possible to use the administrative IMAP4-access "Alias-Login" to all the
mailboxes or the "Individual IMAP4 User Log-in".

In order to be able to access the mailboxes of the users via "Alias-Login", a user account must get Full Access to all the
Mailboxes.

The ixi-UMS Voice-Mail Server therewith can be installed in a way that the users can listen to their ixi-UMS voice mails via
telephone without having to deposit their password. As a result, there are almost no access problems that may arise when
setting up a new user.

Moreover, the type of IMAP4-Authentication must generally be set up on the Exchange server.

In order to be able to forward and reply to messages via telephone, the Mailserver must be configured correctly. Please see
Relay Enabling for the ixi-UMS Voice-Mailbox

In order to allow all the users to access their mailbox by the ixi-UMS Voice-Mail Server, global access rights are recommended.
The access must be executed via a domain user, who is not part of a domain-administrative group. For Microsoft Exchange
2016 and 2019, this user needs a mailbox.

estos GmbH recommends the access with an explicitly set up "IMAP-User".

Please enable the administrative access for a domain user by entering the following command line in the "Exchange
Administration Shell":

add-adpermission -identity "<DistinguishedName of Mailbox Database>" -user <Domainusername> -AccessRights GenericAll

ﬁMachine: ymwZkadom | Scope: ixi.de

[P5]1 GC:xUWindows~Systemd2*add—adpermission —identity "Mailbhox Database' —user ixiimap -AccessBights GenericAll

Deny Inherited Rights

UMUZKBDOMSFirst S_.. IRINixiimap Falze False GenericAll

After having changed the settings, the IMAP4 service must be restarted.
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In an Microsoft Exchange 2016/2019 organization, the Client Access Server takes care of the authentication of the users. In
larger organizations, the settings relevant for IMAP4 thus have to be made at the CAS Servers.
The IMAP4 service has to be started at the CAS Servers.

The transmission of the password for the IMAP4 login is performed in plaintext. The IMAP4 protocol settings have to be
changed at the servers accordingly.

Open the Exchange Management Shell on your Microsoft Exchange Server and enter the following command:
Set-ImapSettings -LoginType PlainTextLogin

B8 Machine: ex2007at3 | Scope: ex2007.de M=l E3

[PE] C:~Documents and Settings“Administrator>Set—ImapSettings —LoginType plainte

w»tloging

If the powershell had not been started on the CAS Server, the CAS Server has to be stated in addition:
Set-ImapSettings -Server "CAS-Server-Name" -LoginType PlainTextLogin

Alternatively, this setting can also be executed in the Exchange admin center.
Navigate to "Server", select the server and click on "edit".

[] Enterprise  Office 365 Administrator ¥

Exchange admin center

recipisnts servers databases database availability groups wirtual directories  certificats
pETMISsIons .
A S <
compliance 'TIE|I13:'_IE"I'|EI'It MAME CERVER. ROLES . | vERmION
organization ADSRVZOZ Mailbo, Client: Access Version 150 _ i
ADSRVZ012
SErvers

1 selarted of 1 totl

= Exchange Server - = -

Please open the properties of "IMAP4" at "logon

ADS R\v;2012 Meszage MIME format:
Test v method" and choose "Basic authentication (Plain text)"
;5',5-';| Logon method:
databases and databaze |Basic authentication (Plain text) vl
availabi ity groups Banner string:
opP3 [The Microsoft Exchange IMARS senfce is ready. After having changed the settings, the IMAP4 service has
¥ IMAP4 to be restarted.
DMS lockups
t'EI“ipEI". imnits TLS or unencrypted connections:
anspart logs + £ -
Outlook Anywhere
LOCAL IP ADDRESSES & | PORT
ANl available IPvE) 143
save cancel
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2.1.1.3 Relay Enabling for the ixi-UMS Voice-Mail Server

When the ixi-UMS Voice-Mail Server is installed and the user can access his UMS-messages by telephone, he may have to
option to answer or forward the messages. This procedure is a "relaying" for the Microsoft Exchange Server. The domain
enabled for the relaying must be enabled explicitly.

Open the Exchange admin center. Select the tab "Accepted Domains" at "mail flow".

[] Enterprize  Office 365

Exchange admin center

recipients rules  delivery reports  accepted domains  email 2
receive connectors  send connectors
permissions o
+ 7m0 P8
compliance management NAME ACCEPTED DOMAIN . | DOMAIN TYPE
arganizstion S2012E20M3Joc(..  S2012E20M3doc Authoritative
protection
mail flow
mabile

Create a "New Accepted Domain" via the +-Button". The
"Name" can be freely selected.

new accepted domain As "Accepted Domain", have you to enter exactly the sames
Arcepted domains are wsed to define which domains will be as determined in the ixi-UMS Configuration at "Templates".
accepted for inbound email rowting.
Name You have to determine that this is an "External Relay
[1X1-UMS Enhanced Voice Package Forwarding | | Domain" and confirm with "New".
*Accepted domaing
|i:-c'rl.rc|r_cnm |

This accepted damain is These entries must be made for all types of messages, that

() Autharitative domain. Email is deliversd to a redpient in can be forwarded by telephone.
this Exchange organization.

("3 Internal relay domain. Email is delivered to recipients in
this BExchange organization or relayed to an email server
outside this crganization.

(®) External Relay Dornain. Email is relayed to an email server
outzide this Bachange organization.

save | | cancel
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The query of messages in an Lotus Domino Server is exclusively supported in context with the Domino User Administration.
The ixi-UMS User Properties must be deposited in the LDAP data base of the Domino Server.

If another LDAP-data base is used for the storage of the user data, please refer to How To "Advanced LDAP Settings" or
"Individual IMAP4 User Login".

In order to allow mobile access to users' mailboxes, you have to configure the following standard protocols:

e SMTP (mail delivery between messaging server <> ixi-UMS Kernel)
e LDAP (user management)
o IMAP (access to user's mailbox)

The first and second task (SMTP, LDAP) should already be configured because of the ixi-UMS Mail Server Connector
installation. However, this configuration will be explained step by step.
In most cases, the IMAP task should be unconfigured. We also provide a step by step instruction for this configuration.

Note:
1. Lotus Domino does not support "IMAP-Reveralls". When the inboxes are distributed to several Lotus Domino servers, the
respective server must be entered at every user.
Moreover, the stated account must have full access to the mailboxes on both servers for the "administrative" account.
2. SMTP, LDAP and IMAP in Lotus Domino Server terms are Internet Protocols. Therefore, Internet passwords are used, if
needed.
If have not used Internet passwords so far, you have to set them up now. You can use imaginary passwords (set by e.g. an
agent). You only have to know the password for the IMAP "master account" and LDAP user.
3. If you use Lotus Domino in a cluster configuration, please consider the following situations:
= As clustered Domino Servers cannot be reached at one IP-address (every one has its own), ixi-UMS is not working any
more if the Domino Server stated in the ixi-UMS Voice-Mail Server configuration fails.
= Although configuration changes should be replicated very fast to the backup server in cluster configurations, our
expirince tells us that it is not the way it should be. This is why you should also perfom configuration changes on your
backup server.
= |t may make sense to use your backup server for ixi-UMS LDAP and IMAP requests. Your productive resources then are
not bound by ixi-UMS.
4. Inorder to use ixi-UMS IMAP queries, you have to create a fulltext index for mobile enabled mailboxes. Please consider: A
fulltext index exhausts hard disk free space on your Lotus Domino Server.

The commands for the contol of services / tasks is described in the following.
The commands are valid for SMTP, IMAP and LDAP.

The command "show task" displays all running Domino tasks. Here you can see whether the SMTP listener task is up and on
which port.

{&) domino7de /d7de: Lotus Domino Server

Databaze Server Shutdown Monitor

Database Server Process Monitor

LDAF Server Listen for connect requests TCPF Port:-389
LDAP Server Utility task

Process Monitor Idle

SHMIP Server Listen for connect reguests TCP Port:25

SHTFP Server Utility taszk

POP3 Server Listen for connect requests TCP Port:-1109
POP3 Server Utility task

IMAPF Server Listen for connect requests TCPF Port:=143
IMAP Server Utility task

Admin Process Idle

Installation Preparation 13



14

All tasks can be controlled via the "Console".

Required for: The Tasks
message transfer and message routing Router
SMTP
search / write user properties LDAP
access users' mailboxes (remote inquiry) IMAP

Some commands are described in the following that are required for the implementation of ixi-UMS.

Command Action

load <Task> starts a task (service)
tell <Task>q stops a task

restart task <Task> restarts a task 7 service
Example:

e load router
Starts the router task if not started yet. When the router task has already been started, an error message appears.

o tell router g (tell router quit)
Stops the router task.

e restart task router
Restarts the router task. This is a very useful command when forcing configuration changes.

l'ﬂ domino7de/d7de: Lotus Domino Seryer

>

> load router

15.83 .26 11:44:088 Mail Router started for domain DYVDE

15.683.20886 11:44:08 Router: Internet SMIP hozt domino?de in domain d7de.local

router g
15.83 .26 11:44:21 Router: Shutdown is in progress
%5.@3.2@86 11:-44:21 Mail Router shutdown
> load router
15%.683.2006 11:-44:29 Mail Houter started for domain D7DE
%E.EB.EEBE 11:-44:29 Router: Internet SMIP hozt domino?de in domain d7de.local

> restart task router

Router: Shutdown is in progress
Mail Router szhutdouwn
Mail Router started for domain DYVDE
15.83 26806 11:-44:4A Router: Internet SMIP host domino?de in domain d?de.local

Note: Stopping and restarting from task may take a while.

In order to force configuration changes it is recommended to restart the task
You can find more information about this topic in "Start, Stop, Restart".
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2.1.2.2 SMTP

The SMTP-Listener-Task is used for receiving SMTP e-mails.
If you have a default installation, the SMTP-Listener-Task of the Domino 7 Server is enabled.
However, the enabling of the SMTP-Listener-Task must be executed in the context with the installation of the ixi-UMS Domino

Connector, anyway.

2.1.2.2.1 Enable SMTP Listener Task
If the SMTP listener task is not enabled so far, you will have to enable the task now. If the SMTP listener task is configured like
shown below, the SMTP listner task is entered automatically in the "notes.ini" of the server. As a result, the SMTP listener task
is started as well when you restart your IBM Lotus Domino Server.

@ DTENG Domain - IBM Domino Administrator ;Iglil

File Edit ‘iew Create Actions Administration Text Help

| D7ENG Domain [ L7 Admin/d7eng ]

@ People & Groups I Files I Server... I M essaging... I Replication | Configuration |
o : -
i H SIERE gglgggggeuzﬁ?nﬂgggNT 51 Llze Directany an: ICurrent Server j > Tools
" EEWSL:”EN £ erver Document ®5ave & Cloze @Creat eh... @Examine Motes Certificate(s) @Cancel
@ &l Server Documents f 00 1€ _‘I',Tr'1' IJ ;;:
Canfigurations hg.d7eng.local P s n;

Connections
Pragrams I ki Tz .. | hizcellaneous Transal:tlnnal Lugglng | Shared Mail | Adrministration
External Domain Metwork, 0f
» BEA Messaging
» £ Replication

. Server build number: Releaze 7.0
» Elfﬂ Directorny
. Palicies Raouting tasks: b ail Raouting 4=
i web ST listener tazk: rEnabIEdJLI
» '5;& i onitoning Configuration Server's phone numberiz): r
T e s [ |
Select Enable or Disable SMTF listener task.
[l a|[<D «|[.74 «[[0Office a|[e5 4
2.1.2.3 LDAP

LDAP is used to request ixi-UMS user properties stored in IBM Lotus Domino Names and Address Book. In order to do so, LDAP

task must be started.
In addition, LDAP task has to be configured correctly.
ixi-UMS stores e.g. numbers of incorrect PIN re-entries in IBM Lotus Domino person document. LDAP write permision must be

granted for this.
If there is no possibility for write permission, please see How To "Save User Data in File System" for more information.

2.1.2.3.1 Permanently Starting LDAP Task
In order to start the LDAP task permanently - also if IBM Lotus Domino Server is restarted -, you have to add LDAP task in
"notes.ini" in "ServerTasks" line like shown below.

&7 notes - Editor o w4

Datei EBearbeiten Format 7

pefaultMmailTemplate=mail?. ntf -]
Preferences=32

serverTasks=Update,Replica, Router, AMgr, adminP,Calconn, sched, IMARP, LDAR, POP3, RARMOr 1
ServerTasksatl=Catalog, Design

serverTasksat2=Updall

serverTasksat3=object 1nfo -Full

ServerTasksati=statlog -
1] | W
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When you start the LDAP configuration for the fist time, an IBM Lotus Domino configuration document is created first.
The option "Allow LDAP users write access" enables general write access to the Domino directory.

@ D7ENG Domain - IBM Domino Administrator ;IEIE'

File Edit ‘Wiew Create Actions Administration Text Help

| D7ENG Domain [ LIf Admin/d7eng x|

People & Groups | Files I Server... I Meszaging... I Replication | Configuration |

N Server domino7eng/d7eng . -
i H Belsses 7.0 o i T 50 Ilze Directory an: ICurrent Server J > Tools
# [ Server -
.. 5 & I C |
] Current Server Ducumentj @ e o5E @ SNES
@ All Server Documents supporedLDAPYersion |Z|
Canfigurations sgppurtedS.&SLMechanisms
Connections u||:!
Frograms uniguetdember
uzerCerificate
EHtF-TrnalDumain Metwark vendorname
- % Mezsaging vendorversion
<t ngllcatlnn Allow LDAP users write access: i« #
" m] Directany  No
Directory Servers = D
- @ LOAP Timeout: 0 zeconds
] | Settings kd aximurm number of entries returned: rDJ
» % Directory Cataloger 4q | [¥]
["# FPoligi ~||Select Yes to enable authenticated LDAP users to add. delete, or modify entries in the
Ll ~|[=3 «J[.72 «]|orfice <Jles 4

IBM Lotus Domino is verifying every write operation via LDAP with schema rules. In order that ixi-UMS can store the user
settings in the Domino directory with ixi-UMS, this check has to be switched off. For that, please set the option "schema

checking" to "No".

Please note: A warning appears which must be answered with "No". If it is not, ixi-UMS will not be able to write to Domino

directory.

LOAP write access is enabled buk schema checking is disabled. This is not recommended,
Lo wou want to enforce schema checking?

Ja I Mein

After configuration, please force configuration change by restarting LDP task via IBM Lotus Domino Console.

If there is no possibility for write permission, please see How To "Save User Data in File System" for more information.

16 Installation Preparation



If IBM Lotus Domino Server is installed on a machine on that a Microsoft Active Directory (AD) is located, you cannot use LDAP

standard port (port 389).
Therefore, you have to change IBM Lotus Domino LDAP port in Current Server Document.

@ DT7ENG Domain - IBM Domino Administrator ;lglll

File Edit Wiew Create Acktions Administration Text Help

| D7ENG Domain | L) Admin/d7eng |
Peaple & Groups I Files | Server... I Mezzaging... I Replication | Configuration |

N Server: dominofeng/d7eng .
il Relzaze 7.0 on Windows NT 5.0 Use Directory on: ICurrentBewer j > Vozls
- D :SEWEE[ " D tﬂ @Save&Clnse @Create Wwieh. .. @Examine Motes Cerificate(s) ®Cance|
o] Current Server Documen
@ All Server Documents S5L keyfile name: rkeyfile.kyu E
Configurations S5L protocal wversion (for uze P '
Cannechions with all protocols except HTTF: MEEEURCR] |
Fragrams Aocept S50 site cerificates: " Yes ¥ Mo
SN LTSl Aocept expired S50 cerificates: & ves 7 Mo

» EY Messaging

» ¥3 Replication
“Wweb Dirednryl I ail | DIIOF‘I Remote Debug hanager | Server Cu:untrnllerl

» ({7 Directory
Directory Servers
v &) LDAP []
@] Setings
v &2 Domino LDAP Schen TCHIP port nurmber: rSBBJ
m |nlE[nﬁt5l:ﬁES TCPAP port status: “Enabled 4=
¥ L irerbarm [ atalnnar =
v [=] Cetificates < [ [*]
7 Mizcelaneny ;l TCR/IP Podt number to use for LDAP.
I =3 4[5 ] |Ortice e 4

IMAP is used to access users' mailboxes via IMAP protocol.

Since IBM Lotus Domino 6, a so-called "master account" (compare Microsoft Exchange) is used for this approach. In ordert to
make this possible, some changes at

¢ IMAP configuration document
e users' mailboxes

e "master account"

must be performed.

Note: In order to use ixi-UMS IMAP queries, you have to create a fulltext index for mobile enabled mailboxes. Please
note: A fulltext index exhausts hard disk free space on your IBM Lotus Domino Server.
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2.1.2.41 Permanently Starting IMAP Task
In order to start the IMAP task permanently - also if Lotus Domino Server is restarted -, you have to add IMAP task in
"notes.ini" (serversite) in "ServerTasks" line like shown below.

&7 notes - Editor o w4

Datei EBearbeiten Format 7

pefaultMmailTemplate=mail?. ntf -]
Preferences=32

serverTasks=Update,Replica, Router, AMgr, adminP,Calconn, sched, IMARP, LDAR, POP3, RARMOr 1
ServerTasksatl=Catalog, Design

serverTasksat2=Updall

serverTasksat3=object 1nfo -Full

ServerTasksati=statlog -
1] | W

2.1.2.4.2  IMAP Configuration
In order to access users' mailboxes, ixi-UMS uses the so-called "namespace" feature of an IMAP server.
With Domino, this feature is enabled by setting option

e Public and other users' folders support

In addition to that, the option

¢ Include all public and other users' folders when a folder list is requested
must be enabled.

@ Configuration for domino7eng;/d7eng - IBM Domino Adminiskrator - |I:I|5|
File Edit Wiew Create Acktions Text Help

[DF"ENG Dramain l;._lﬁliunfiguraticun for domino?eng. .. ){l
@Save & Cloze @Cancel

Configuration Settings : domino/engfd7eng $ 4]

EEFLE N

Basics | Smart Uparade | RouterSMTP | MIME | NOTES.INI Settings | Domine web Access | imap |

& @Y

Baszics | Public and Other Users' Folders I Advanced |

Fublic and other uzers' folders rEnabIEdJLI
support:

Include all public and other uzers' rEI"IEII:IIE-'dJLI
folders when a folder list iz

requested:

Public folder prefis: "Public Folders 4

Public folder database links: - ]
: = . "]
Disabled (default] displays public and other users' folders only to clients that request thern using the

[ 10 all== all al [ rira allFm= al
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For full functionality of the solution, the IBM Lotus Domino person document must be configured like shown below.

¢ Mail system to POP or IMAP

¢ an Internet password must be assigned
¢ an Internet address must be assigned

DFENG Domain DStefan Tester/d7eng »

@Save & Cloze @Examine Internet Certificate(sz) @Examine Motes Certificate(s) ®Cance| @CIpen hdail File :

e 5y

Person: Stefan Tester/d7eng StefanTester@d?7eng.local

Bazics l Wiork/Home l Otherl Mizcellaneousz l Certificates l Roarming l Adrministration

P/
YN

Firzt name: Stefan hail swzterm: POP or IMARP =
kdiddle name: Damain: d¥eng
Lazt name: Tester hail server: dominofengfdieng g~
Llzer name: Stefan Testerd7eng hdail file: maillztester
Stefan Tester Eurwardinu addres?: )
Short namelUzerlD STester Format preference for K.eep in senders’ format
andior Internet addrezs incoming mail: -
for Rd .« STP hTA: When receiving .
Perzonal title: - unencrypted mail _ Mo =
3 — encrypt before storing in
Generational qualifier: - your mailfile:

Internet password:

Enter Pazzword

(F14302D8AB3EDSADAYIIFCEATAR
DECa0)

Preferred lanauaae: IEYEr

Inztant meszzaging

With
¢ load convert -e <mailbox directory>\<mailboxname>.nsf

the mailboxes are converted and enabled for IMAP. You can find more information about this topic in the IBM Lotus Domino
Administrator manual.

{8} domino7de /d7de: Lotus Domino Server

>

> load convert —e mail“*_nsf

Mail Conversion Utility starting

Mail Convert: Started enabling MWSF support for IMAP in ‘ma

15.83.280806 12:44:43
15.683 2006 12:-44:46
ilsstester.nsf’
15.683.28006 12:-44:46
ailsstester.nsf’
15.83_ 20086 12:-44:-47
>

Mail Convert: Finiszhed enabling MWSF support for IMAP in 'm

Mail Conversion Utility shutdouwn

¢ load convert -e mail\stester.nsf
Mailbox with name "stester.nsf" is converted

¢ load convert -e mail\*.nsf
All mailboxes in directory mail are converted

Note: If you do not use Microsoft Window OS, you have to substitue "\" by "/". (Example: "load convert -e mail/*.nsf"
on Unix)
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A full text index must be created for every mobile enabled mailbox in order to receive correct results on IMAP queries.

Note: In order to use ixi-UMS IMAP queries, you have to create a fulltext index for mobile enabled mailboxes. Please
note: A fulltext index exhausts hard disk free space on your IBM Lotus Domino Server.

The full text index should be updated every time a new messages is delivered to the mailbox. For this reason, "index update

frequency" should be set to "immediate".

=

R |

J l Full Text Index E
D7ENG Domain Llse_thix toal ta manage the full
text indexes of databazes. L
ﬁ People & Groups | Fi|E$| Server... | Meszaging... | Heplicatianl Canf
. - Selected: 3 Databazes, 49 MB bytes
Server. dominofengidfeng I
@ﬁﬁ Feleaze 7.0 on \windows MT 5.0 Databast
@ - Please select the full text index options | -
# 2 CALotuss\Dominotdata | Title
@ 1 dfe . G Admin {* Create ~ Update " Delete =
» 1 domina G Gonther Peculiar
1 gtrhome & master account [ Index attached files IWith found test 'l —
1 hE|I3 @ Stefan Tester [ Index encrypted fields
- |Ngtes [ Index sentence and paragraph breaks
] [mail [” Enable case sensitive searches
1 modems
oL rmeeal Ihdex update frequency
L] w32

Pleas note that not all Domino versions - especially older versions - work as expected, even though all settings are configured
correct. As a matter of this, not all actually present messages are sent by ixi-UMS. In this case, the full text index must be

updated like shown below.

More information about "updall" and its parameters can be found in the IBM Lotus Domino Administrator help.

@ MNew Program - IBM Domino Administrator

File Edit Wiew Create Acktions Texk Help

=101 %]

[ DYEMNG Domain l;-_laNew Prograrm

@56'\-'8 & Cloze ®Cance|

Program

OBy

Bazics I Adminiztration

20

Program name: ru|:n:|aIIJ

Cammand line: roF —HL

Serverto run on: rdDminD?Eng."d?Eng a=
Comments: rJ

Enabledidizabled:

Run attimes:

Repeat interal of:

Davs of week:

"Enabled ;=
l"Jeach day
l"1I:IJ rminutes

" Sun. Man, Tue, WwWed, Thu, Fri,
SatJﬂ
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There are 2 ways to allow the "Mobile Account" access to the mailboxes:

1.  User allows mobile access to own mailbox
2. Adjusting mailbox ACL by the administrator

In variant 1 displayed here, every user can decide on his own whether he wants to grant the access to his mailbox. If the
mobile access shall be allowed, the user has to entitle the Master Account access to the own mailbox.

In order to allow access, the user has to go to his mailbox and choose "Tools"

- "Preferences".

= Mail ~

imwvard 'I Delete ] [ Follow L "] [ Falder "] [ Copy Into Mew "] [ Chat "] [ Tools v] [ViewAII ]: l

for Stefan Tester

5% Inbox E

[ Drafts

Preferences. ..

B Sent

0% Search in View 'Inbox’ O Motint
Search for ‘ Search
A Wha ~ |~ |Date ~ ITime |

E}? Follow L
Y8 Junk Mail

ff Trash
“iews

add Sender to Address Boo
Block Mail From Sender. ..
Create QuickRule. ..
MarkfUnmark Document As

Archive Settings. ..
[ews Memo - Using Skatione

Mail Rules

Go to Tab "Access & Delegation" and "Access to Your Mail & Calendar". With "Add Person or Group", you have to add the
"master account" used for ixi-UMS. You can also check the effective permissions of a user on your mailbox when you mark
the respective user. Effective rights are shown in the small field at the bottom of the window.

Preferences

Mail | Calendar & To Do

| Access & Delegation I

Access to our Mail 8 Calendar I

ountfd¥eng

master ar

Access to Your Schedule | Shartcuts to Others' bail |

You may allow access to all or part of your mail file {hdail. Calendar and To Do) to one or more people or groups.

Thic razuha nead ta sllies sknathar narenm for avnnnd o coa wnne calandar Qiemilavhs: teaao ha vead a0 allaes

The following people or groups have been delegated accezs to vour mail file

Add Person ar Group l

Remowve Selected Perzon or Group l

Thiz perzon or group, maszter accountd?eng. iz allowed to do the following:

mail on your behalf

Read and create any docurment, delete any document they created, send

Change Access

With "Add Person or Group", you go to the dialogue box. You can choose a user ("master account") and change access rights

on your mailbox.
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Choose "master account"
Permission for "All Mail, Calendar, and ToDo"
Choose the highest permission possible.
No relevance for ixi-UMS

ESENENE

Add People/Groups EH KB

1 Enterthe name of the perzon or group to whom ¥ou want to grant access to your mail file

¥ Enter or choose a uzetigroup © Access iz for everaone Cancel

|r‘

master accountfdieng o=

2 Choosze how much of your mail file to delegate to thiz person or group

£ Al Mail, Calendar, and To Do & Only Calendar and To Do = Mone

3 Choose how much access you want to give to this person or group

ir behalf

4 Automatically forward to this person calendar notices sent to vou

Enahbling auto-fonwarding rmakes it eazier for someone to manage vour calendar if they do not
narmally keep yvour calendar open and an dizplay.

[~ Forward notices where you are the invitee of the meeting
[” Forward notices where vou are the chair of the meeting

lfthe meszage iz marked az private: |Do not forward j

Mate: thiz setting affects all auto-forwarded meszages

Remark: It is not possible to grant rights for deleting messages.
As a matter of this, it is not possible to delete messages via ixi-UMS mobile access.
If you want to delete messages via ixi-UMS mobile access, please refer to the chapter "Adjusting mailbox
ACL".
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There are 2 ways to allow the "Mobile Account" access to the mailboxes:

1. User allows mobile access to own mailbox
2. Adjusting mailbox ACL by the administrator

In the variant 2 displayed here, higher permissions on the mailbox of the user are granted that the user can adjust himself. By
this, messages can also be deleted by mobile access.
How the user himself can grant permissions (except for the deletion of the messages) is shown in "User grants mobile access

to own mailbox".

Note: If you use the approach shown below, it is not necessary that users also grant access to their own mailbox -
compare "Granting access to own mailbox".

Only via IBM Lotus Domino Administrator it is possible to grant the "master account" the right to delete messages in other
users' mailboxes. Please set the ACL on user's mailbox like shown below.

Access Control List to: Stefan Tester

f—ﬂ Basics
% Roles
¥ Log

eg Advanced

Feaple, Servers, Graups IShu:uw Al j

-Default-
& Admin/d7eng
Anonymous
Eﬁ dominofeng/dfeng
[l Locallh omainServers

& mazter account/dfeng
[l OtherD omainServers
& Stefan Tester/d7eng

Ilzer type I Person

Access I Dezigner

=] <] =l

¥ | Create personal folders/views
¥ Create shared folders/visws

[T Create LotusScriptd)ava agents
¥ Eead public dozuments

¥ | wirite public decuments

¥ PFeplicate or copy documents

| 4
 i—

[Create documents
¥ Delete documents
¥ Create private agents

User mailboxes must be included in the "master account" mailbox.
Please perform the following steps:

e Change to "master account's" mailbox and choose "Tools" - "Preferences"”

2 Mail ~

for master account

Inbiox
Drafts
Sent
Follow Up
Junk Mail
Trash
Wigws

Ealdaes

&)

) e PG BN g

H

Installation Preparation

Foles

El Delete ] [ Follaw g '] [ Falder "l [ Capy Into Mew '] [ Chat "] [ Taoals vl [view Linread ]: I

Preferences. ..

< Search in Yiew 'Inbox’ (S
F
E Search for I Search |

| ~| Wiho - |~ |Date Tirme

Add sender to Address Book, ..
Block Mail From Sender. ..

Create QuickRule. ..
MarkjUnmark Docurnent As Expit

Archive Settings. ..
Mews Memo - Using Stationery, ..

Mail Rules
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e Go to "Access & Delegation" and "Shortcuts to Others' Mail"
e By adding users to "Show mail owend by the following users", ixi-UMS mobile access is enabled.

Preferences

bdail | Calendar & To Do | Access & Delegation

shartcuts to Others' kail I

It other people give vou access to their Mail file, you may zet up shorcuts to make it eazier to open their Mail,
Calendar and To Do,

Access to Your kail & Calendar | Arccess to Your Schedule

Setup zhorcuts to uze when you are uzing your man kdail file

Provide zhorcuts to the following users' kail, Calendar and To Do

=l

To uge the shortcutz, click in the upper left hand 'ﬁ-" -
carner of vour hail. Calendar and To Do -

When uzing anothervendor's IMAP mail program. zhow mail owned by the following users

Shaow mail ovwened by the fallowing users

Stefan Testerid7eng

=

2.1.2.4.8 Check IMAP Qccess with MS Outlook Express
The easiest way to check if and how other users' mailboxes are shown in the "master account" mailbox is Microsoft Outlook

Express.
The screenshot below shows the successful and correct integration of "Stefan Tester's" mailbox into "master account's"
mailbox.
B8 master account d7eng - Dutlook Express I m]
J Datei  Bearbeiten  Ansicht  Extras  Machricht 7 E
Ordner X
I'_:,.f] COutlook Express
@ Lokale Crdner
E% master accaunt d7eng kanta synchronisieren | IMA&P-Crdner. .. | Einstellungen; = |
----- @ Pasteingang
_____ ) Gesendste Objskte COrdrer | Ungelesen | Insgesamk | Einstellungen synchronisieren |
_____ 5E} Entwirfe @Posteingang i i Alle Machrichten
@ Othier Llsers P Gesendete Ohjekke a 0 O alle machrichten
B Entwirfe 0 o0 O alle machrichten
SE0ther Users a o O alle Machrichten
Ea5kefan Tester/d7eng 1] 0 O alle Machrichten
Enbox a o0 O alle Machrichten

If the result you get does not look like the one above, please refer to "Force configuration changes".
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3 Installation

During the installation process, some information about the mail server and the LDAP-data base is needed.
Moreover, the mail server may have to be configured for the IMAP4 access.

Please observe the setting instructions for the mail server you are using.

3.1 Select Language

First you must determine the installation language.

Select Setup Language X
Select the language to use during the
@ installation.
English [

The "Default language" for the users is independent of that und can be changed in the MMC later on separately.

3.2 Welcome

After having determined the language, the installation is started.

(@ Setup - ixi-UMS Voice-Mail Server - %

Welcome to the ixi-UMS
Voice-Mail Server Setup Wizard

This will install ixi-UMS Voice-Mail Server Version 7.00.0 on
your computer.

It is recommended that vou dose all other applications before
continuing.

Click Mext to continue, or Cancel to exit Setup.

Installation Preparation
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3.3 License Agreement

3

26

The end user's licence agreement is indicated.

3 Setup - ixi-UMS Voice-Mail Server -

License Agreement
Please read the following important information before continuing.

Please read the following License Agreement. You must accept the terms of this
agreement before continuing with the installation.

LICENSE AGREEMENT FOR ESTOS SOFTWARE ~

IMPORTANT-READ CAREFULLY: By opening the sealed packet(s) OR exercising
your rights to make and use copies of the SOFTWARE (as may be provided for
below), you agree to be bound by terms of thiz estos License Agreement. If you
do not agree to the terms of this Agreement, prompthy return this package to the
place from which you obtained it for a full refund. For the limited warranty
pertaining to your jurisdiction, please refer to the section LIMITED WARRANTY .

(@)1 accept the agreement:

()1 do not accept the agreement

Peruse this carefully and choose "l accept..."
Only then the installation can be continued.

.4 Select Destination Location

After that, you have to determine the installation path. The default path is a path on the directory level of the ixi-Framework

installed beforehand.

=) Setup - ixi-UMS Voice-Mail Server -

Select Destination Location
Where should ixi-UMS Yoice-Mail Server be installed?

Setup will install ixi-UMS Voice-Mail Server into the following folder.

To continue, dick Next, If you would like to select a different folder, didk Browse,

ctos\xi-UMS Voice-Mail Server Browse. ..

At least 106,5 MB of free disk space is reguired.

By default, the ixi-UMS Voice-Mail Server is installed in the same folder as the ixi-Framework.

Installation



3.5 Ready to Install

Before the copying, a summary is displayed.

(&) Setup - ixi-UMS Vaice-Mail Server - X

Ready to Install

Setup is now ready to begin installing ixi-UMS Voice-Mail Server on your
computer,

Click Install to continue with the installation, or dick Back if you want to review or
change any settings.

Destination location:
C:\estos\jxi-UMS Voice-Mail Server

By clicking on the button "Install", the installation is started.
All the required files are copied. The required configuration is started by means of a wizard after that.

3.6 ixi-UMS Kernel

This window only appears if the ixi-UMS Kernel is not installed on the server.

The IP address or the name of a ixi-UMS Kernels located in the network must be entered to be able to query the license. The
connection is established via HTTP or HTTPS. Protocol and port can be entered HTTPS must have been set up on the ixi-UMS
Kernel computer when installing the ixi-Framework. For more information see the ixi Framework manual.

@ ixi-UMS Vioice-Mail Server Configuration Wizard .
ixi-UMS Kermnel

Fleaze Specity the Address of Your ixi-UMS Fernel

LM Kemel i UMS K emel-Served |[8890 | [Dhtps

< Back LCancel

If the ixi-UMS Kernel cannot be reached, a respective message is appears.
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First of all, the information about the mail server and the LDAP server is queried. Depending on which mail server is chosen,
different LDAP servers are available for the user management.
Depending on this choice, the imap Access for the mailbox access is carried out.

The settings can be changed in the MMC later on.

fix) ii-UMS Voice-Mail Server Configuration Wizard =

Select Mail Server and LDAP

Pleaze select your mail zerver type and uzer management

Mail Server zer Management

(®) Microsoft Exchange from version 2015 (®) MS Active Directory

Craming

() Domino from version 7

() isi-UMS User Management

() Other
i) Foreign LDAP

Far uzing individual IMAP login please read the how-ta: Individual IMAPS User Lagin.

¢ Back Cancel

IMAP access to the mailboxes is required for users to be able to query their voice mailbox on the phone.

If the LDAP user management is independent of the mailboxes in the mail server, the LDAP attribute in which the mailbox
name is used to identify the user mailbox must be specified in the further course of the setup. The settings can be changed in
the configuration after installation.

Remark:
Only combinations that are supported by ixi-UMS can be chosen. Some combinations cannot be defined via standardized
accesses.

Example:

User management in "ixi-UMS User Management" or "Foreign LDAP"
and

- mail server type Domino from version 7

In this case, "Foreign" has to be chosen as mail server. The respective LDAP-fields for the query have to be entered in the ixi-
UMS Voice-Mail Server configuration subsequently. Please rever the How To: Advanced LDAP-Settings.
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In a next step, the connection data to the mail server are queried.

The IP-address of a mail server has to be entered. In the MMC, the IP-address for IMAP and SMTP can be administered
separately later on. Since MS Exchange 2007, the CAS Server has to be entered as IP-address.

(= ixi-UMS Voice-Mail Server Configuration Wizard *

Mail Server Conhiguration

Please specify settings of your IMAP/SMTP Server

b ail Server Address |Mailsewer |
Adminiztrator username |DDmainHIMAF’-User |
Adrinistrator password | 0000000 |
Corfirm password |.......'| |

Laogin will only be uzed for the global/administrative IMAP access. Please configure SMTP Authentication
it the MMC.

¢ Back LCancel

Moreover, the Account for the IMAP access as well as the accompanying password can be entered.
By default, the installation account is entered here.
The administrator and password specifications are is not required to continue the setup.

By clicking on the button "Next", a connection test to the IMAP- and SMTP Server are executed each and a respective message
is created. This procedure may take 1 - 5 minutes.

Warning >

I Connection to the SMTP server: Failed
Connection to the IMAP server failed.

Continue Anyway?

Yes No

The installation can be finished even if the connection could not be established successfully.
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If an ixi-UMS Mail Server Connector is installed on the computer, the LDAP connection data can be used.

iz} ixi-UMS Voice-Mail Server Configuration Wizard

LDAP Connection

Please select the LDAP connection

Select from which instance of the iwi-US Mail Server Connector the LDAP connection settings will be
uged.
If you want to enter the connection settings please select "Individual LDAP settings".

ini-UMS Mail Server Connector instance "MSConnlnst]" w

iwi- IS M ail Server Connector ingtance "MSConnlnst]"

Individual LDAP settings

< Back

LCancel
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If no ixi-UMS Mail Server Connector
is installed or if you want to enter
the data  manually, select
"Individual LDAP settings".

The next page depends on the selection under "Select Mail Server and LDAP" and whether "Individual LDAP settings" or an

already existing LDAP setting has been selected.

(= ixi-UMS Vaice-Mail Server Configuration Wizard

LDAP Configuration

Fleaze specify your LDAR Server settings

The connection data to the LDAP server are required for reading user data and zaving of the wi-LIMS
Woice-Mailbox zettings. The uzer entered here requires write permizzion in the LDAP databaze.
The LDAF zethings can be changed later using the ix-UMS Yoice-Mal Server MMC snap in.

LDAP Server 389
ddc=domain,dc=net

ch=adminiztrator ch=uzers,dc=domain,dc=net

extenziondttibute

< Back LCancel

If a valid LDAP/mail server
combination and the instance of an
installed ixi-UMS  Mail Server

Connector have been selected under
"Select mail server and LDAP", the
connection data is displayed read-
only and can be changed later in
the MMC if required.

If "Foreign LDAP" was selected
under "Select Mail Server and
LDAP", the "IMAP Mailbox Attribute"
must always be specified.

In the IMAP Mailbox Attribute the attribute must be entered in which the "Alias" = mailbox name is located. The attribute is

required for the users to be able to query their voice-mailbox on the phone.

If "Individual LDAP Settings" is selected, you must enter the connection data to the LDAP database.
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(&) xi-UMS Voice-Mail Server Configuration Wizard

LDAP Configuration

Fleasze specify your LDAF Server settings

The connection data to the LDAP server are required for reading user data and zaving of the ixi-LIMS
Woice-Mallbox settings. The uzer entered here requires wite permiszion in the LDAF databasze.
The LDAP zettings can be changed later using the ixi-UMS Yoice-Mail Server MMC znap in.

Host LDAP-Server | Pot |33
Baze DM | de=domain,dc=net
User DN |cna&dmin,dc=dnmain,dc=net

Attribute for Uzer Data [
Storage ||nfd

IMAP mailbox attibute |maiINickN ame|

Password | 008800008 |

< Back LCancel

is displayed.
Connection to LDAP directory was MOT successful.

Please fix these settings in the MMC Snap-In!

Installation

If a related LDAP/Mail Cerver
combination has been selected
under "Select mail server and
LDAP" and the instance of an
installed ixi-UMS  Mail Server
Connector has been selected, the
connection data is displayed read-
only and can be changed later in
the MMC if necessary.

If "Foreign LDAP" was selected
under "Select Mail Server and
LDAP" , the "IMAP Mailbox
Attributes" must always be selected.

Click on "Next", and the connection
to the LDAP Directory is checked.

Warning ® If no connection could be established, a respective message

server heruntergefahren However, the setup can be continued.
All the data can be changed in the MMC later on.
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The "Announcement Type" can be chosen here. This setting is valid as long as the user has not got any explicit settings and
can be changed in the MMC.

¢ Individual - The user can deposit an own announcement text
e Personalized - The user can only deposit his name

If the users shall get a welcome mail and an individually generated PIN with the first call, the local domain has to be entered
here in order to avoid problems with the delivery to the mail server. The setting can be changed later in the ixi-UMS Voice-Mail
Server configuration.

(=) ixi-UMS Voice-Mail Server Configuration Wizard X

Yoice Mailbox Configuration

Fleaze zpecify settingz for your Yoice Mailboxkes

Announcement Type Individual -
Send Welcome Mail
Sender Damain (@ | domain. nef

Fleaze configure the welcome mail in the ixi-UMS Voice-Mail Server management!

Hirt: ixi-UMS Enhanced Voice Package installations befare werzion 6.60 are unable to evaluate the user
zettings written by ivi-LIMS Voice-ail Server.

< Back Cancel

The "Default PIN" is only valid if the delivery of the welcome mail and therewith the providing of an individual PIN is
deactivated.

The PIN length or default PIN can be changed at any time under "Default User Settings - Login by Phone" later

Note

With ixi-UMS Enterprise 6.60 the encryption of the PIN and the IMAP password for the Individual login at the mail server is
increased. Only ixi-UMS Enhanced Voice Packages version 6.60 or higher and the ixi-UMS Voice-Mail Server are supported.
Please note that the ixi-UMS Voice-Mailbox tab in the Active Directory must also be renewed.
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3.11Finish

@ ixi-UMS Voice-Mail Server Configuration Wizard
Finish

Fress FIMISH to install neceszary components

- Mail Server. Other

- Adminigtrator uzemame: DomaintaP-Uzer

- IMAP Port: 143

-SMTP Port: 25

- IMaP4 Test: Connechion to the IMAP server falled.

- LDAP Section; isiconn M5 Connlngt] LDAP

- LDAP Host: LDAP Server

- LDAP Port; 383

- Bagze DM: ddc=domain,de=net

- Uzer DM: ch=administrator ch=users, de=domain, do=net
- Attibute: extensionattibutel

- LDAF Test: Server heruntergefahren

- Announcement Type: [Individual
- PIM: 12345

< Back LCancel

(3 Setup - ixi-UMS Voice-Mail Server -

Completing the ixi-UMS Voice-Mail
Server Setup Wizard

Setup has finished installing ixi-UMS Voice-Mail Server on your
computer, The configuration may be launched by selecting the

At the end, a summary of the settings
made at the setup are displayed.

When all the components are
installed and configured, the setup
can be exited by clicking on
"Finish".

installed icons.

Click Finish to exit Setup.

When the setup was executed at a
server and as Mailserver/LDAP was
"Exchange"AD" selected, the "ixi-
UMS Voice-Mailbox" tab for the user
management is registered now.

Error o

e The registraticn of the "ixi-UMS Voice-Mailbox" tab for
the user management in the Active Directory failed.
Either the snap-in "Active Directory Users and
Cormputers” is not installed on the computer or you do
not have the permission.
Far further information please refer to the manual.

Installation

If no "Active Directory user and computer" Snapln is
installed on the server or the access rights are not for the
registration of the Tab "ixi-UMS Voice-Mailbox" enough,
an announcement appears:

Register in the case the "ixi-UMS voice-mail" Tab on
another server or check the authorisations. .
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After the installation, the ixi-UMS Voice-Mail Server can be configured via a snap-in in the Microsoft Management Console
(MMC).
Please open the Microsoft MMC and add the ixi-UMS Voice-Mail Server Snap-In.

E ixi-MMC - [Conscle Roothix-UMa//
For additional information for the use of the ixi-UMS MMC, please refer to the

How To:
: Console Root _ Changing MMC Language
v @ xi-UMS Voice-Mail Server Register MMC on Another Machine

v [ hitp://localhost:8890 Establish Snapln-Connection with ixi-UMS Component
1F General

B LDAP

E5 Mail system

[ Locations

1E Notifier Express

TTS

Global User Settings
Personal Homepage

E File Action View Favorites

Menu structure

TEAAE K

—
[=]
(=]

L) Information

Here you can modify commonly used settings.

Here you define whether users receive a "welcome message" when the ixi-UMS phone number assigned to them is called for
the first time. The welcome message will contain the UMS number, the new PIN and the link to the browser-based ixi-UMS
User Portal. If the user has already entered a PIN in the LDAP database, this PIN is read out and transmitted to the user.
Regardless of the content of the welcome message selected under "E-Mail", the content will also change depending on the
user's settings. Example: If the user or global setting "Remote login on the phone" is deaktivated, no PIN will be sent to the
user.

The content and attachments of the welcome message can be changed / adjusted.
If no welcome message is sent, the PIN assigned in the setup or stored in the global user settings is valid.

If a welcome message is to be sent, you must define what it should contain and as which attributes the required data should
be read.
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E-Mail
Sender

To avoid problems with sending mail to the mail server, a sender address with the internally valid e-mail domain should be
specified as the sender e-mail. Optionally a display name can be entered.

Content of the welcome message

It must be specified what content the welcome message should contain in addition to the PIN and phone number:
e The link to the ixi-UMS User Portal

The ixi-UMS User Portal must be provided and configured by means of ixi-UMS Portal Server. The required logon data
must be sent to the users separately.

¢ No link to the portal server
The users only get the information how to log in on the phone to set up the ixi-UMS Voice-Mailbox.

Wwielcome Mal  Phone Mumber Configuration Templates  Country Codes/Languages

With the first installation, the welcome mail iz zent to the user with the first incoming call. & new PIN
iz generated or the PIM available in the LDAP is read out. "When the sending iz dizabled, the FIM
determined at "Default User Sethings" iz valid for all the intial accezses.

Send welcome mail
E-Mall E-MailFree Text M5 Mumber  Feset

Sender
Sender e-mail | imi_umz_voicemailbos |@ | germary. net |
Dizplay name |i:-:i-LIMS Woice-Mailbos |

The welcome mail will be created

@ with a link, bo the imi-UMS User Portal

wiUMS Portal Server  [is-UMS Portal 443 | [

{:} withaut & link to the ii-UMS User Portal

]4 | ‘ Cancel
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E-Mail Free Ttext

With the "free text", users can be given any information in the welcome email. The text entered here will be inserted at the
bottom of each e-mail.

Wwielcome Mall  Phone Mumber Configuration Templates  Country Codes/Languages

With the first installation, the welcome mail iz zent to the user with the firgt incoming call. & new PIN
iz generated or the PIN available in the LDAP iz read out. When the sending iz dizabled, the PIN
determined at "Default Uzer Sethings" iz valid for all the initial accezses.

E-Mail E-MailFree Text M5 Mumber  Feset

Optionally pou can enter text with 2.9, hints about login data for the ugerz. [t will be included in
any welcome mail.

[Femman

Bitte melden Sie zich mit lhrer E-Mail Adrezze und dem wWindowsz-Pazswaort an. s
Alz Firmmenkennung geben Sie die Ortzchaft Ihres Standortes an

4

Englizh

Pleaze log in with pour e-mail addres: and the Windows pazzword. "

Az compaty identification pou enter the town of pour location

]4 | ‘ Cancel
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UMS Number

It can be specified from which LDAP field the UMS number for the welcome message should be read. In the default setting
the LDAP field "facsimileTelephoneNumber" is searched first and then the field "proxyAddresses=IXI:".

A change of the default setting is mandatory if, for example, a fax number is entered in the LDAP field "fax number", but the
deviating ixi-UMS Voice-Mailbox number is maintained in the e-mail address.

If this specification is not made, problems with recording and playing back greetings may occur when using the ixi-UMS

Voice-Mailbox Configuration.

M
E-tail E-tail Free Test

end weleome mal

) Default

YWelcome Mal  Phone Mumber Canfiguration  Templates  Country Codes/Languages

With the first ingtallation, the welcome mail is zent ta the uzer with the first incoming call. & new PIN
iz generated or the PIMN available in the LDAP iz read out. when the zending is disabled, the FIN
determined at "Default Uzer Settingz” iz walid far all the initial accesses.

Figld which iz uszed far the ixi-UMS number in the welcome mail

() Prosy Addreszes Type [
(®) Facsimile Telephane Mumber
() OtherFacsimile Telephane Mumber

UMS MNumber  Reset

O]

Fixed number

Alveays uze thiz number far welcome mail [e.q. for route-by-redir):

|?999

aF. ‘ ‘ Cancel

If "Route-by-Redir" is used, the "Fixed telephone number" must also be entered. This will be entered as "Voice Box Number"
in the welcome message. For further settings, please see in How To - Route-By-Redirection.

ixi-UMS Voice-Mail Server Configuration
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Reset

The button "Reset welcome message" can be used to re-send the e-mail for all users. The welcome message is then resent
the next time the user calls the user mailbox.

YWelcome Mail

Phone Mumber Configuration  Templates  Country Codes/Languages

with the first installation, the welcome mail iz zent to the uzer with the firgt incoming call. & new PIN
iz generated or the PIN available in the LDAP iz read out. *When the sending iz dizabled, the PIN
determined at "Default Uzer Settingz” iz valid far all the initial accesses.

E-tall E-Mail Free Text UMS Mumber  Reset

If pou rezet the status, all the uzers will receive a welcome mail after the nest call,

Feset

OF. ‘ ‘ Cancel

If only individual users should receive the welcome mail again, this can be reset at the user object.
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For the flawless functioning of some of the features, the correct assignment of the phone numbers to the users is required.

Common voice box number
If "Route-by-Redirection" is used for the feature, this feature must be activated and the number set up at the ixi-UMS Kernel
must be entered. The common number should also be entered in the Welcome Mail.

The number entered here is sent
as MWI-sender number by

Wwelcome Mail  Phone Mumber Configuration Templates  Country Codes/Languages default.
If another number shall displayed
Carnmon voice bow number at the user's telephone, this must
[ ]{Routing by “Caling Party Number' 339 be entered at the user.

YWhen uzing route by redi pleaze read the manual.
In order that the users can record

and play their announcements
via the Mobile  Personal

M atification

LDAP attributes for notifications created by the Motifier Express:

Fecipient number for Ml notifications Homepage, please note the
telephioneM umber Change remarks at How To - Route-by-
Redirection.

ISDM ariginating address /' D channel infarmation [Mw+5MS5)

faczimileT elephoneMumber

Sender number for display in journal

telephonenumber

iwi- M5 Yoice-ailbox Configuration

Canfiquration of the LDAP attribute containing the users' office telephone nurmbers.,

Same as notification

telephoneMumber Change
Help Ok, Cancel
Notification

By default, the MWI signal to be set is sent to the phone number entered in the User Manager under General - Phone Number
(LDAP attribute "telephoneNumber"). If the required phone number is in a different field, another attribute can be specified
under "Recipient number for MWI notification". In this field the phone number to which the signal is to be sent must then be
entered for each user.

Under "ISDN originating address" the attribute containing the fax/UMS recipient number must be entered. This is then sent
to the PBX as sender information when an MWI or SMS notification is created by Notifier Express. The specified attribute must
have a phone number from the phone number range connected to the ixi-UMS Kernel. If the ixi-UMS server with Route-by-
Redirection is used, the "Route-by-Redirection" number is sent.

In order to determine in the ixi-UMS Kernel Journal for which user the notification was created, an attribute with a unique
phone number must be specified under "Sender number for display in journal".

ixi-UMS Voice-Mailbox Configuration

In order to be able to record announcements for your mailbox via the ixi-UMS Voice-Mailbox Configuration, the call number
of the office telephone has to be read out with the login or the user requires the authorization to specify a telephone number
(set in the ixi-UMS Portal Server).

By default, the number in the LDAP-field "telephoneNumber" is read out. The number should be deposited in the format +49
30 56889654.

If the number of the office telephone is not in this LDAP-field, if the stated number cannot be dialed from internally or is
deposited in a "not valid" form (e.g. +49 (030) 56889654), another field can be stated for the LDAP-search.
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4.1.3 Templates

In order to be able to forward and answer messages with ixi-UMS by phone the addressing must be consistent with the
routing entered in the mail server and the Relay-Enabling, if necessary. The entries are read out of the data of the installed ixi-
UMS Mail Server Connector during the setup.

Wielcome mal  Phone nurmber configuration  Templates  Country codesdlanguages  Location
Pleaze state how meszages answered and forwarded via telephone thall be addressed.

Addrezs template

$(phonenum]E |$[addrtype].damain.neﬂ
02814247390 oc. domain. net

Iz thiz termplate also for seanch

5] oo

By default, the sender as stated above is searched with the remote inquiry of messages.

In rare cases, the e-mail sender in the incoming message can have been changed by "rerouting" of the mail servers. In this
case, the "template for search" must be adjusted manually.

Please contact ixi-UMS support department in cases like that.

Please take care that the address templates in the ixi-UMS Mail Server Connector always match with that in the ixi-UMS Voice-
Mail Server.

Please check the routing entries in your mail server.
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4.1.4 Country Codes/Languages

Here you can deposit assighments of country codes to the announcement language for the setting "Announcement

depending on the phone number of the caller".

Wielcome mal  Phone number configuration Templates  Country codesdanguages  Location

Map country codes to language

Country Cade Language Add
43 DE
2 D o ER

Country CodesfLanguages

Enter the telephone country code that is transmitted from the
caller and azzign the announcement language.

Telephone Country Code +

Language

| ]4 | | Cancel |

]4 | ‘ Cancel

Via the button "Add", the language German or English can be assigned to another telephone country code.
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4.2 LDAP

The LDAP settings of the installed ixi-UMS Mail Server Connector are taken over by default.
Only in special cases, the configuration may differ and must be changed subsequently.

4,

42

2.1 Connection

The LDAP connection data could be taken from an instance of the ixi-UMS Mail Server Connector when installing the ixi-UMS

Voice-Mail Server.

If the LDAP settings or the Search string shall differ from the ixi-UMS Mail Server Connector settings, you can switch over to

"Individual LDAP settings" and type in the connecttion data.

Connection  Registration data  Search  Advanced

Uze LDAP zettings:

From the ii-UkS #ail Server Connectar instance "Austria™

From the ix-UMS Mail Server Connectar instance 'S Connlnst] "

Fram the iwi-LIMS kail Server Connectaor instance “Austia'
Fram the i4-UMS Mail Server Connectar instance "Doming”

Enter the connection da Individual LDAP zetings

Server LDAP-Server

| |389

Optioknal: Connections to alternative LDAP servers.

Semver |LD.-’-'~F'-Server-B ackup

| |389 |

Semver |

Server |

|:| Uze S5LADARPS for all Servers [zee manual)

(1] | ‘ Cancel

Optional: Connection to alternative LDAP-Server

If the first LDAP-server is not available, the query on the optional next one is started.

The query on the next server is executed until either this server is no longer available or the "ixi-Apache service” is restarted.

Please note that the connection MUST be established via LDAP, as a write-access is required.
All the servers must be domain controllers / LDAP-data base servers of the same domain on the same level.

If the communication with the LDAP-server shall be encrypted, please take care when entering the servers, that they

correspond with the certificate. See also "How To - Certificates".
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4.2.2 Registration Data

These settings can only be edited when "individuall settings" were selected under "Connection"
The user entered here needs write permissions on the UMS Attribute Field, as the settings of the users (e.g. PIN) are stored in

this field. You do not have to enter the same accountas for the IMAP access.

If these permissions are not granted to the account of the ixi-UMS Mail Server Connector "individual settings" must be

selected on the tab "Connection" and the user must be entered.

Base DN, User DN and Password for this user can be found in the configuration of your LDAP-server.

Connection  Registration data Search  Advanced

"Conrection”.

OUs listed below.

Theze settings can only be edited when individual LDAP settings were entered under

Enter the uger detailz to log on ta the LDAP zerver. This account muzt have write accezs to all

Uzer DM | cn=LDAPADmin, ou=admin, dc=domain D C=net

R

Pazzward

Enter the Baze DMz at which to start the search,

{:} Wihiole domain

Test connection

LDAP domain de=daomain, D C=net

(® Individual Oz

QU=5upport de=domain,dc=het
OU=marketing.dc=dormain.dc=net

Add

0k

|‘ Cancel |

Per default the LDAP-query can be executed on all the OUs within the entire Whole domain. The search can be restricted to
Individual OUs within one domain. If the search shall be limited to single OUs, they can be entered by clicking on the "Add"-

button. The paths must be entered as full BaseDN.
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4.2,.3 Search

44

When a call comes in, the call number of the recipient is searched in the LDAP-data base. By default, the call number
corresponds with the ixi-UMS number. Which LDAP-attributes shall be searched for this number has been determined with the
installation/configuration of the ixi-UMS Mail Server Connector. Only in exceptional cases and only when fax number and
voice number are different, it may make sense to change/shorten the Search string for the ixi-UMS Voice-Mail Server. The
search string can only be changed if at "Connection", "individual LDAP settings" were entered.

Connection  FRegistration Data  Search  Advanced

Theze gettings can only be edited when individual LDAP zettings were entered under
"Conrection”.

Enter the zearch string on which to search for phone numbers.

Search string [[[faczimileT elephonetumber=$UM S ][faczimile T elephoneMumber=
FUMS_WHTSPC(proswéddresses=l<1 ${LUMS_WwWHTSPC])
[prospdddreszes==LFLUMS])]

Enter the name af the LDAP attribute to where the izi-UMS User Settings should be stored.

LS Attribute Field extenziondtbibutel

Hint: ixi-U 5 Enhanced Voice Package installations before verzion B.60 are unable to evaluate
the uzer settings written by i-UMS Voice-Mail Server.

Enable increazed enciyption

][ oo

The "UMS Attribute Field" determines the name of the LDAP-attribute, in which the user data of ixi-UMS and ixi-UMS Voice-
Mail Server are stored. The name of the attribute depends on the mail system/LDAP-server that is used.
Basically, you can use any attribute which fulfills the following requirements:

e String attributed and unlimited length
e String attribute (multiple values) and length at least 2 KB

Exception: Lotus Domino. Here, the extension of the "names.nsf" is absolutely required.

If the ixi-UMS user data (permissions, sender numbers) are stored in another Attribute (see ixi-UMS Connector), this Attribute
must be entered.
If users shall be informed about new messages by SMS, the ISDN-sender number entered in the ixi-UMS tab of the user is used.

Note (not for user management in Lotus Domino)

With ixi-UMS Enterprise 6.60 the encryption of the PIN and the IMAP password for the Individual login at the mail server is
increased. Only ixi-UMS Enhanced Voice Packages version 6.60 or higher and the ixi-UMS Voice-Mail Server are supported.
Please note that the ixi-UMS Voice-Mailbox tab in the Active Directory must also be renewed.
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4.2.4 Advanced

The preconfiguration of the LDAP-attributes stated here depends on the setting selected during the installation at "Select Mail

Server and LDAP". The stated attributes are important for the assignment of the user to his mailbox as well as the login at the
mail server by IMAP4.

If not Domino or Active Directory is used as LDAP-server or if the use of LDAP- and mail server differs from default, the needed

LDAP-attributes may have to be changed in order to guarantee an error-free functioning. Please refer "Advanced LDAP-
Settings" at Additional Information.

Connection  Registration data  Search  Adwanced

Dretermination of the required LDAP figlds for the authentication of the users and for the [MAP login.
A change / determination iz anly required if "Other LDAP had been chozen in the setup or if
another LDAP iz uzed now.

Uzer # Login name [comesponds with the variable $(LOGIM] with the individual IMAP4 login)
| shbddccountt ame |

Mailbow name £ Alias [comesponds with the variable $[MAILE D] with the individual [MAPS lagin)

| mailickname |

Fead alzo How To - "Advanced LDAP-S ettings" in the ranual,

]4 | ‘ Cancel

At User [ Login Name, the definite attribute has to be entered with that the user can be identified.
This can e.g. be his CN, uid or sAMAccountName. Please note that these entries are case-sensitive.

As Mailbox Name / Alias, the attribute has to be entered in LDAP, in which the mailbox name of the user is entered.

Remark: The attribute entered here at "User / Login Name" is also used for the check / identification of the user name
with the NT-Authentication. Please refer to "Individual IMAP4 User Log-in" at Additional Information.
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The required settings for the connection to the mail system can be changed here. IMAP4 and SMTP thereby can run on
separate servers.

The mail server for the IMAP-access must be entered here. If no mail server is entered here, please note the required entry at
"SMTP", too.

For Microsoft Exchange 2007 and higher, the IMAP-access via IMAPS can be used. With Lotus Domino, IMAPS is not
supported!

If the mailboxes are accessed via the "administrative access", the user must be entered for the IMAP-access to the mailboxes.
Please note the required configuration of the mail server in order to enable the access.

% If "only individual" is selected on
the tab "Advanced" at "Access
IMAP  SMTP  Advanced Individual IMAP login Mode", no global access is possible.

The entry of a user is not possible.
Enter the connection data to your IMAP 4-Server,

Server Mailserver The entry of a user is not possible.

Part 143 |:| Usze S5LAMAPS [see manual]

[ D omar MR ser The configuration under Tw to
read IMAP host from LDAP is only

Passward required in exceptional cases:

KRERHERE

Confirm pazzword

: 1. The mailboxes are distributed to
Test connection several mail servers
Try ta read IMAP host from LDAP
2. The mail server is stated in the

LDAP-data base

Attribute mailzerver

The rule has to be entered as reqular expression.

Search faor “cr=l. ), 0=damain
And replace with 1. domain.net
Teszt mule:
Content LDWAP attribute: ch=t 501 O=domair| kS 01 . damain.net

Flease read the how-to "'detect mail server

Help Ok, Cancel

If the mailboxes of the users are distributed to several mail servers, the correct mail server must be detected before the
respective IMAP-access. Several options are available for this:

1. Forward by "IMAP-Referral" (e.g. Microsoft Exchange)
No additional configurations are required.

2. Entry of the mail server in the ixi-UMS User Administration
The mail server must be entered per user in the "ixi-UMS Voice-Mailbox Configuration" .

3. Detect the mail server out of an LDAP-Attribute
The mail server is entered in an LDAP-Attribute and must by read out by ixi-UMS Voice-Mail Server. For details about the

required settings, please refer to How To: "Detect Mail Server".

At "Test rule", you can enter the content of the LDAP-Attribute in order to check whether a valid term for the network access is
created.
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4.3.2 SMTP

Here the mail server must be entered, which takes care of the reception and the relaying of the UMS-messages created by

telephone.

When the mail server for the message reception differs from the IMAP-server, the SMTP-server can be stated here.

The communication between mail server and ixi-UMS Voice-Mail Server can be encrypted.
The ixi-UMS Voice-Mail Server in Version 6.0 does not validate the certificate.

IMaP  SMTP  Advanced  Individual IMAP login

Enter the maill server that accepts the UMS-meszages forwarded and answered on the telephane.
The meszages muzt be fonwarded by the mail gerver.

Fleaze refer to "Relay Enabling’’ in the manual.

W]z iM&F host Ear GMTE:
SMTF host 10.10.10.100

[]Use TLS if avaiable

[ ] Use SMTP authentication

Ilzer name | |

FPazzword | |

| o

If the mail server needs an SMTP authentication, the respective user must be entered here

ixi-UMS Voice-Mail Server Configuration

47



48

Here the Mail Server Type determined during the setup can be changed subsequently. Only in special cases, the entered mail
server type should differ from the actually used mail server, as this setting is responsible for the mode of the IMAP4-Access.

% In addition to that, it can be
determined whether the Access
IM&P  SMTP  Advanced  Individual IMAP lagin should be realized via the
"Administrative  Login"or  the
Choosze the mailbox type and the wanted mode of mailbox query "Individual User Login" .
kail Server tupe Other R
— — In exceptional cases, it may be
Access made Adrministrative and individual R ) .
desired that both the variants are
The default welcome mail will be sert, used. This makes sense if there are
multiple mailbox stores, for
Administrative Maibox Access example, and the administrative
Access user's mailbox on IMAP server via login cannot be set up for all the

mailboxes. Please note that in this
case only the default welcome mail
is sent.

() Alias Login [&dmintUsemame Adminpass)
() "Other Users" namespace according to RFC 2342,
(@) Full path to mailbox [Use ${MAILBDX) instead of concrete user name)

In this case, the "individual login"
is always used if a password is
stored on the user

cirs. uzer SMAILE O]

Mowe the deleted messages to . . .
If this entry is required, the entry of

the login data must be activated in
ixi-UMS User Portal.

Folder Deleted it 5 Messages

Help Ok Cancel

Depending on the selected mail server type, the mode of the Administrative Mailbox Access is preset. Diverging systems can
be configured manually.

Example:
User management in "ixi-UMS User Managemant" or "Foreign LDAP" - mail server type Lotus Domino.

In this case, "Other" must be selected as mail server type. If an administrative access to the mailboxes shall be realized, the
option "Other Users" Namespace must be selected. In both cases, the required LDAP-fields for the query must be entered at

LDAP - Advanced.

"Full path to mailbox ...." only has to be entered in few special cases when the mail server does not support "Other Users"
namespaces.

"Move the deleted messages to" determines, what shall happen with messages that are deleted by telephone via ixi-UMS
Voice-Mail Server.

By default, a new folder "Deleted ixi-UMS Messages" is created here and the deleted messages are moved there.

When the checkmark is removed, the messages deleted via the telephone are deleted irrevocably.

Please note: With a Cyrus mail server, for example, this folder cannot be created. The checkmark then should be removed.
Remark:

If the mail server type is changed here subsequently, the LDAP Attribute for the Login may have to be adjusted in the ixi-UMS
Voice-Mailbox Configuration
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This configuration is only available if you have determined at "Advanced" that the Access shall be handled via the "Individual

User Login".

[MaP  SMTP Advanced Individual IMAP lagin

Pazzward validation

Determine whether the pazsword entered by the uzer for the IMAP4-access shall be checked for
carmectness against the LDAP-data basze.

If mail zerver and LDAP-user adminiztration do not have common access data [e.q. Domino mail
zerver and uzer administration in the AD), the check must be disabled.

Nalidate password entered in login homepage [against LOAF):

Lagin name

Determine how the login name for the IMAaP4-login at the mail server is created.

FLOGIM] comesponds to the uger determined at LDAP-Advanced User / Login Mame
$[MAILBDX) comezponds ta the mailbox name Jdlias determined at LDAP-Advanced

FILOGIM) Change

See alzo How To: "Individual IMAP4 User Login' in the manual

Help Ok Cancel

Please note that the variable is case sensitive!

If the password needed for the
IMAP4-login (at the mail server)
cannot be checked against the
LDAP-data base, the checkmark
at Password validation must be
removed.

It has to be determined at Login
name, with which information the
IMAP4-login is executed.

For this login, the attributes
determined at "LDAP - Advanced"
are queried and its values are
entered.

The following variables are
available:

$(LOGIN) = User name, Login
name

$(MAILBOX) = Mailbox name, Alias

If the mail server and the LDAP-server are in the same organization, the default login is only with the "User name" of the user

=$(LOGIN)

If the domain is also needed for the login and the login must be with "domain/User name", the domain name can be entered

via "Change" = Domain name/$(LOGIN)

Depending on the mail server, the login with $(LOGIN)@domain.de is also possible.

When login name and mailbox name are different, the login must be entered with $(LOGIN)/S(MAILBOX) or

domain/$(LOGIN)/$(MAILBOX).

Please take care that with the IMAP4-login only / are used. You can test which login is need as described at How To "IMAP

Login".
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4.4 Location

Here it is determined, in which way the number shall be announced in the default announcement:
As extension or in canonical format, this means as complete call numbers.

Precondition for the announcement of the extension is that the site data are entered completely und and are valid.

Locations

Location  Site Routing

Default announcement

Determine in which format the call number shall be announced:

@ Ag extension
() In canonical format

Site

Flease enter the site information of the ixi-UMS Kernel,
{For the operation with multiple call numbers, please pay attention to the remarks in the

maniual.)
Add... | | Edit... | ‘ Remove
Country Area Subscriber  Qutside Line Access
+49 3142 4739 i}
+49 3151 36856 1]

[ ame

If several locations are connected, the location routing must also be defined.
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The entries in the tab "Location routing" are only necessary if several locations are set up in the <%CORENAME%>. In this
case, outgoing messages are routed to the individual locations via a field defined in the ixi-UMS Kernel under "Location
Mapping".

This field defined for routing must be specified here. Only then can the MWI and SMS notifications generated by Notifier
Express, as well as the jobs generated via the browser-based ixi-UMS Voice-Mailbox configuration for recording
announcements via telephone be transferred to the correct location.

Specify the corresponding header field and determine from which LDAP attribute the required value should be read.

Location  Site Routing

For multi-site environments it can be necessary to define an additional field for site routing in order
to route jobs created by ixi-JMS Voice-Mailbox Configuration and the Motifier Express to the correct
site.

Please enter the user-defined routing field used by ixi-UMS Kernel or ixi-UMS MDS as well as the
LDAP attribute the content is read from.

Header field |x-CD'I.|'ER_INFO-Businessphone1 |

LDAP attribute |te|ephonenumber |

o[ e
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4.5 Notifier Express

The method of the notification can be deposited for all users globally. If individual settings are deposited at the user, these
become valid.

Here you have to take care that the needed information is deposited at the single users, e.g. in the Active Directory:
At MWI the office number at "General/Phone Number" or for the SMS-notification the mobile number at "Phone

Numbers/Mobile"

Remark:
The ixi-UMS fax sender number or the ISDN Sender number of the users is inserted as sender number for SMS-messages.

See also "User Configuration".

4.5.1 Default User Settings

When the Notifier Express is enabled, the configuration is available for all sorts of notifications.

ﬂmtiierﬁmﬂss
It can be determined, at which
Default User Settings Reset sort and after how many
] Mot Express active messages an action shall be
executed.
Matify the uzer about new meszages
Eln niew Fax message(s]
Depending on the features
[ o hew voice messagels] implemented, the user can be

[ ]on |:| new SMS5 meszage(s) informed about a new message
by MWI and/or SMS.
Send notification to the following devices

[ ] 5et Ml on the user's telephone
SM5 to mobile phone

Please take into account that the
actual sending feature depends
on the services SMS and/or MWI
installed at the ixi-UMS Kernel

For further information, please
refer to "Basics - ixi-UMS Notifier
Express".

OF. ‘ ‘ Cancel

Remark: In order to inform the user by MWI, the phone number of the user has to be entered in the User Administration
in the following format: +49 8142 4799555.

Remark: For notifications via SMS, the number defined under Phone Number Configuration is used as sender.

Remark: If e-mails and/or faxes shall be read via telephone, TTS and/or OCR is/are needed.
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4.5.2 Reset

The resets affect all the users!

When the status of the notifications is set to "0", the couting of the incoming messages starts anew.
For the notification system, none of the users has got a message yet and none of them has been notified.

Default Uszer Settings  Reset

Following resets apply to all users

Fezet MW for all uzers Rezet MW

Fezet all uzer zpecific Motifer Express settings Reset ugers

o [ oo

When the user settings are reset, the Default Settings of the Notifier Express are valid for all the users.
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.6 TTS

A "Text to Speech Engine" converts text into audio files. The "TTS" (Text-to-Speech) function is required:

o to send text messages which are read out to the called subscriber.

e to listen to e-mails and faxes (OCR is required) on the phone above the ixi-UMS Voice-Mail Server.
e to create the announcements in the browser-based ixi-UMS Voice-Mailbox Configuration

Under "Activate TTS-dependet functionality" the basic availability of the functions is set:

e Read aloud e-mails (valid for all users)

e Creating own announcements in the ixi-UMS Voice-Mailbox Configuration (assignment of rights in the ixi-UMS Portal

Server)

If and for which interface (SAPI5, MS Speech Platform) a speaker is available is displayed behind the selection.

After selecting the interface, the desired speaker / TTS engine can be selected.

TTS

the voice-maibos from the entered text,

Fleaze pay attention to the remarks in the manual,

Activate TTS-dependent funchianality
for remate inquiny [reading e-mails)

for creating announcements

Test-ta-Speech Settings

(®) S4PI5 (2 speakers)

Speaker Azsignment

Enable test-to-zpeech [TTS] in order to provide the fallowing functionality in the system:
- reading of e-mailz and fax meszaged (in conjunction with QCR] at the telephone
- in the web-based iUk S Yoice-Mailbox Configuration to create announcements for

[enable this functian in the x-S Partal Sereer confiquration)

Interface {:} M5 Speech Platfarm [2 speakers)

German | CereVoice Alex - German [Germary) v|
Englizh | Microsoft Zira Dezktop v|
o o |

The interface defined here is valid for all ixi-UMS components on this server. If this is changed, the other components

(e.g. ixi-UMS Render Connector ) must also be changed.

Depending on the operating system and the language of the operating system, Microsoft already provides/installs TTS engine.
With the ixi-UMS Kernel TTS-Engines from Microsoft in different languages for the Microsoft Speech Platform are delivered

and can be installed.
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4.7 Global User Settings

In the default user settings, the properties and permissions assigned to a user by default with the first call are set up.
The settings then can be changed at the user in the LDAP data base or by the user himself via the browser-based ixi-UMS
Voice-Mailbox Configuration or at the telephone.

4.7.1 Voice Mail

If the checkmark is set at "Voice mail enabled", every user can makes use of the "voice box" and the caller can leave a
message by default.

When the user has not deposited an own announcement, the default announcement is played:
Hello, you have reached the voice box <extension>.1am notin the office at the moment. Please leave a message after the tone.

If "Use global announcement" is enabled, one individually recorded announcement can be used, e.g.:
Hello, this is company estos. The desired participant is busy at the moment. Please leave a message.

Remark:

Only one announcement can be deposited. If required, it must contain the announcement in different languages. A language
differentiation is not supported.

It has to be determined whether this announcement is used:

¢ when the user has not deposited an individual announcement

¢ or Always, this means the announcements of the users shall be ignored. In this case, the user can record an individual
voice box announcement, however, this announcement is ignored.

Voice mal  Login via telephone  Bemote inquing  Language  User Profiles  Office hours

Yoice mail enabled *

Usze global announcement
@ IF uger doezn't have an announcement

{:} Always [ighore User announcements)

Admin-Page
Izername |meierh |
Fazzward R |
K.ermel sender number |EEEIE1 |

[far the recording of the global

E-mail with URL and lagin data ta |meierh@dumain.net |

|lzer announcement

Announcement bpe

(®) Individual () Personalized

Dezcrption of the call ransfer destination iz announced by [anly individual) *

@ arly wser {:} uzer and systemn

* These setlings can be ovenwritten at the uzer.

]4 | ‘ Cancel
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The global announcement can be recorded via an "Admin-page" or can be deposited as wav-file directly in ixi-UMS Voice-
Mail Server.

Admin-page: http://<IP-Adresse ixi-UMS>:8890/admRecGlobalAnc/
Deposit file: ixi-UMS Mobile\USERS\GlobalAnc\announcementGlobal.wav are deposited.

For recording the announcement via the Admin-page, the access data determined here as well as a valid sender number for
the ixi-UMS Kernel are required. User name and Password are arbitrary and are not checked against an LDAP-directory.
The link to open the Admin-page with the access data and an instruction can be sent by e-mail to any e-mail address.

If the global announcement shall only be played as long as the user does not have an own announcement, you have to
determine which kind of User announcement shall be used:

Announcement type
Individual: Free text
Personalized: The user can only deposit his name

At Description of the call transfer destination is announced by (only individual) it is determined, who announces the
selection for the forwarding of callers. This setting is only possible in combination with the announcement type "Individual".

only user The user must announce the selection for "Press 1 and 2" together with his individual announcement.

Userand System: The user deposits a regular announcement and the ixi-UMS system then plays: "Press 1 to leave a
message or 2 to be forwarded to XXX"

ixi-UMS Voice-Mail Server Configuration



4.7.2 Login via Telephone
It can be determined whether the users are allowed to log in via telephone by default or not. If this is allowed, the users can

change their announcements and profiles via telephone. A connection to the mail server therewith is NOT released.

PIN

When a welcome mail is sent, a one-time PIN is generated and entered in the LDAP when sending the mail. The minimum
length of the PIN can specified here.

The change of the setting is NOT imparted to the already configured users.

The new settings are valid with new users and with the next change.

The field Default PIN ist only available if no Welcomemail is generated on the first call.
The PIN entered here is valid when users have not entered a PIN AND no welcome mail is generated with the first call.

It can be determined if and after how many unsuccessful login attempts of the PIN the "Voice-mailbox" is disabled and ifthe
user then shall be notified by e-mail.

Yoice mal  Login via telephone  Remaote inguiy  Language  User Profiles  Office hours

Fiemate login via telephone allowed *
PIN  Phone Access

Mirimum PIN length Diefault PIN *

Dizable lagin via telephore afler unsuccessful login atternps
Inform ugers by e-mail about dizabled login

Uzers have to change PIN regularly

Change even days.
Remind uger El days before expiny.

After PIN expiry @ Enfaorce change {:} Frevent login

Euizting uzers have to change PIM immediately
Remind users via e-mai

* These settingz can be ovenuritten at the uzer.

]4 | ‘ Cancel

User have to change PIN regulary
Optionally, it can be determined if and when the users must change their PIN.
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Phone access

By default, the user can log in from any phone by entering the PIN on his ixi-UMS Voice-Mailbox. Access can be restricted or

extended per user.

If dialing into the mailbox is not possible in principle or only possible from an office telephone or mobile phone (or optionally

without PIN entry), this can be specified globally here.

Pit  Phone Acceszs

C} Login allowed from nowhere *

Exceptions *
Office telephone *

|:| Muobile phote *

Voice mal  Login via telephone  Bemote inquing  Language  User Profiles  Office hours

Femate login via telephone allowed *

@ Lagin allowed fram all phanes with PIN *

[ ] withaut PIN *

* These sethings can be ovenantten at the user.

QK | ‘ Cancel

Please note that the phone numbers must be entered in the user administration.
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4.7.3 Remote Inquiry

Here it is determined whether the users are also allowed to access their messages at the mail server.

At IMAP Folder, the "folder" in the mailbox of the user that is queried by ixi-UMS Voice-Mail Server by default is determined.

Both settingd can be changed by admin in the user management at the user individually.

It can be determined, whether the options menu shall be played after the message content.

Yoice maill  Login via telephone  Femote inguiny  Language  User Profiles  Office hours

[MAP Folder * |In|:u:u:-: |

Flay optionz menu after the mezzage content

Fiead e-mailz [and fax mezzage in conjunction with OCR)

* These sethngs can be ovenwntten at the user.

o [ oo

If a TTS Engine is installed and the function in the "TTS" menu is activated, users can also query your e-mails and SMS

messages.. If OCR (Optical Character Recognition) is active at the ixi-UMS Kernel, faxes can be read as well.
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4.7.4 Language

The languages used for the single announcements can be predefined globally, but can also be changed by the user, if
required.

At Menu language it is determined whether the menu shall be in German or in English. In this language the ixi-UMS Voice-
Mailbox is also displayed at the first start.

2 Global user settings

Yoice maill  Login via telephone  Femote inquiy — Lahguags  User Profiles  Office hours

Dretermine the default languages. Some of the settingz can be changed at or by the uzer.

Meru language | Englizh V|
[and ixi-LIMS voice-mailbos configuration)

Admin page language | English V|
Drefault language for the voice box: * -

Detect language per caller
() Automaticaly on the basis of the caller address

@ Caller rmuzt zelect the language

* These sethngs can be ovenwntten at the user.

o [ oo

Admin page language
The language for the Admin-page for the recording of the global announcement cannot be changed by the user.

Default language for the voice box
Default language for the woice box

Announcement language
This option can only be used when no global announcement has been enabled for this user/voice box. If a global
announcement is mandatory for all the users, there is only one announcement language/announcement available.

Automatically on the... Depending on the address of the caller, another language is played. The definition for
this has to be deposited at "Country Codes".

Caller must select.... The caller can choose between English and German and can determine the
announcement language.
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4.7.5 Profile

You can define which profiles are available to users in the phone menu and in the ixi-UMS Voice-Mailbox Configuration.

The definition is valid for all users.
Profiles that are entered as default profiles under "Office hours" cannot be deselected.

2t Global user settings

Yoice Mail  Login via Telephone  Femote Inquiny  Language  Profiles  Office Hours

Select which profiles are available to the uzer ind the telephone menu and the ixi-UMS
YWaice-Maibaox Configuration. This selection iz valid far all uzers.
Profiles zelected as default profile in the tab "Office Hours" cannot be deselected.

Whark, Yacation
Mobile Custornl
Home Cugtam2

Additionally, you can provide a "prafile for internal callers’ to pour uzers. Thiz announcement iz
played when the caller's phone number iz detected as an internal caller.
The office hours =ettingz or an active vacation profile are not evaluated in that case.

Profile for internal callers

5] oo

In addition, users can be provided with a profile for calls from "internal" subscribers. If the caller is recognized as an internal

subscriber based on the location information, the greeting stored in this profile is played.
The greeting in the profile is always played for internal calls - without taking office hours or activation of the vacation profile

into account.

ixi-UMS Voice-Mail Server Configuration
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4.7.6 Office Hours

Here, the office hours for the "off-hours profile" can be determined. The times are valid for all the users generally, however,
they can be changed by the users individually via the browser-based ixi-UMS Voice-Mailbox Configuration if this has been

62

enabled in the ixi-UMS Portal Server.

2t Global user settings

Yoice maill  Login via telephone  Remote inguiy  Language  User Profiles

Enter the office hours. Dutside office hours, the off hours-profile set at the users iz uzed. These times
do nat apply if profile 'holiday” iz zelected.

[ ] Use breaks

Office hours

Profile uzed during breaks *

080000 C -1RO0GOD | 120000 130000 O |
Tuesday 080000  © -170000 | 120000 130000 |
M wednesdsy 020000 |-170000 | 120000 O |-130000 |
Thusday (080000 © [-170000 | 120000 O |-1300:00 O |
Friday 080000 |-1Rocoo | [1z20000 130000 |
[Jsatwday 020000 © |-170000  © | 120000 |- 1300:00 O |
(] sunday 080000 -1RO0GOD C | 120000 130000 O |
Profile used outside office howrs* | Home v|
| None V|

If allowed the uzer can change hiz perzonal office hours via the -5 voice-mailbox configuration.

(1] | ‘ Cancel

When an off-hours profile or a break profile is set, this is valid for all the users (at the initial installation). Please take care
that an announcement for the respective profile is deposited for every user.

This setting can also be changed at the user object or via the ixi-UMS Voice-Mailbox Configuration.

Remark:

When a user set the profile "Vacation", these times are not valid.
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4.8 Personal Homepage

With the browser-based ixi-UMS Voice-Mailbox Configuration, users can conveniently manage their profile settings and

announcements via their browser.

The ixi-UMS Voice-Mailbox Configuration is made available via the ixi-UMS Portal Server in the ixi-UMS User Portal.

Information

Az of ig-UM S Yersion 7.0, the browser-based user websites
imi-MS Web Journal
iwi-UbS Uger Settings
igi-LIM S W oice-M ailbox Configuration

are made available via the ixi-Uk 5 Portal Server.

The optionz and functionz available to the uzers can be defined in the wi-UMS Portal
Semver.

The ini-LIMS Partal Server iz included in the ixi-LMS licenze and can be installed on
any computer.

For more information, zee the inztructions for the ii-UMS WVoice-Mail Server and the
ini-LIMS Portal Server.

0K ‘ ‘ Cancel

Which functions and possibilities are offered to the user is defined in the ixi-UMS Portal Server. For further information on the

installation and configuration of the ixi-UMS Portal Server please refer to the manual of the ixi-UMS Portal Server.

ixi-UMS Voice-Mail Server Configuration
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4.9 Menu Structure

The users can manage the ixi-UMS Voice-Mailbox via the telephone. If the users shall not have all the options at their disposal,
some of the options can be disabled. The respective selection then is no longer available at the telephone.
The settings portrayed in the following are always valid for all the users.

4.9.1 Configuration

It can be determined which settings are available to the users in the profile settings.

Determine announcement type
Please determine whether the announcement type can only be set by the administrator (globally or per user) or whether the
user is allowed to change these settings.

Delete all announcements
By default, only announcements can be recorded by the user. With this selection, the user can delete all announcements at the
telephone. By doing so, the default announcement is active for all the profiles again.

Configuration Remote Inquiry Format

Please determine which configuration options shall be provided to the users in the configuration
menu on the phone.

Select announcement type

By default, the announcement type (individual or personalized) is globally set at the server
or at the user object.

|:| Delete all announcements

Deletes the uzername and the announcements of all profiles.

Delete announcements of single profiles

By default, the announcements are overwritten by new announcements. When an
announcement is deleted, the default announcement is activated.

Set up call transfer

The user can configure a call transfer destination. Configuring call transfer via the id-UMS
voice-mailbox configuration is not affected by this option.

[ cme

Delete announcements of single profiles
By default, the announcements are overwritten by recording a new announcement. When an announcement is deleted, the
default announcement is activated.

Set up call transfer

This option allows the user to configure a call transfer at the telephone, so the caller can decide whether he wants to leave a
message or wants to be connected to the respective call number.

This option is available on the ixi-UMS Voice-Mailbox configuration and must be activated in the ixi-UMS Portal Server, if
required.
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4.9.2 Remote Inquiry

Depending on the message type, the user is offered options to forward and/or reply to a message.

If not all options are available to the user, the selection can be hidden in the menu.

:Z Menu Structure

Configuration Remote Inquiry Format

the phone.

Reply to voice messages and e-mails

Forward as

|:| VOICE MESSages as Woice message
fax message and e-mails as fax
Call-back the sender of voice or SM3 messages

There is no check whether the structure is useful.

Flease determine which options for the processing of messages shall be provided to the users on

‘ ‘ Cancel

o

4.9.3 Format

Configuration Remote Inquiry Farmat
Please determine the arder of information during inquiring messages.
@ Message number, date, from, message

O Message number, message, date, from
O Message number, date, message, from

][ co

ixi-UMS Voice-Mail Server Configuration

Here you can determine the order,
in which the user hears the
information when inquiring the
messages.

The announcement "Message 1" is
always the first information.

Date, sender and message can be
announced in any order.

This setting is valid for all the
users!
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.10Log

Here all the processes of the ixi-UMS Voice-Mail Server are logged. Logs should be activated only in case of an error or
maximum with priority "Normal". The logs should only be set "Debug" for troubleshooting.

Voice Box

In the "Functions" log, all processes for calls and remote enquiry and part of the ixi-UMS ixi-UMS Voice-Mailbox Configuration
are logged. Depending on the level set, all the queries, script calls and accesses are logged:

Level "Normal" Level "Debug”

e LDAP Error and IMAP Error e same as level "Normal"
o Called number o LDAP-User data

¢ Calling number o IMAP login and search
¢ Indication of the active profile (if available) e Scripts

Indication of the IMAP user

The setting for "ixi-UMS Voice-Mailbox Configuration" is depending on the setting for the log "functions" of the Voicebox.
The log for the "Wrong PIN entered" is always written when a wrong PIN is given or the mail box is closed.

General

Enable the logs for roubleshooting with problems with voice bow features, the Woice-M ailbox
Configuration and/or with the creation of notifications by the Motifier Espress.

Woice Bowx

Logs woice box and quernies az well as activity while uzing the broveser baszed wi-LIMS
Waoize-Mailbox Configuration.

Funktions | Debug \/| ‘ Open | | Delete ‘
Woice-Mailbox Configuration | Debug | ‘ Open | | Delete ‘
Wirong FIM entered ‘ Open | | Delete ‘

Matifier Express

Logs the creation of notifications.

LDAF zearch and evaluation | Debug \/| ‘ Open | | Delete

Size A ME

Creation of notifications

[in the ixi- M5 Render Connectar]

LS

5] o

Notifier Express
Here the activities to the settings are logged at "Notifications".
For the mistake evaluation both logs are always necessary.
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4.11Information

Displays information about version and installation path of the installed ixi-UMS Voice-Mail Server.
ixi-UMS Yoice-Mail Server

Wergion: 7.00.0

Application path: C:MProgram Files [#8E]hestosini-UMS Voice-Mail Server

Last update: 26.02. 2020 08:27.06
Language DE
Shap-in vergion F.00.0.271 (64 bit)

Filenarme Wersion [rate
imiddriwfebdpp_[SARPIEZ.dI 700033 17.01.2020 09.37:.28
T TS_1SAPI32.dI 700045 17.01.2020 09. 3852
inivoicebd ailboxConfigh ackend_|SAFIE2 I Fo00.a3 29.01. 2020 16:45:06
intfoiceb aillServer_|SARPISZ I 7000191 29.01.2020 09.40:52
wrnlizi dll 700029 29.01. 2020123410
WSk otifierEwpress |SAPI32 I 7000106 29.01.2020 09.40:54
WS niceh ailS erverkd grit_| SAPI32.dIl F.o00146 13022020 154820

For open source software, components and libraries uzed by xi-UMS and therr licenses, pleasze see
http: (localhost: 8390/0penSource [Licenze-Voice-Mailbox, twt

Copy | | (] | | Cancel

ixi-UMS Voice-Mail Server Configuration
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All the basic settings can be made globally at the ixi-UMS Voice-Mail Server and are valid for all the users when "System
Default" has been selected in the configuration. Only if the users shall receive divergent settings, these have to be entered in
the user management. If single users shall get different permissions, this is determined in the respective user manager in an
own configuration interface.

If the users are managed in the Open LDAP (ixi-UMS User Management Console) or another user database separate from the
mail server and the "remote inquiry by telephone" function is to be used, a configuration for the IMAP access is mandatory.

Important:
When the first call comes in, the user receives a "Welcome Mail" with his call number, PIN, the user manual and maybe the
link to the browser-based ixi-UMS Voice-Mailbox Configuration.

The ixi-UMS Voice-Mailbox number is read out like determined in the configuration at "General".

The displayed PIN is entered at the user properties. If there is already a PIN deposited there, e.g. from a previous version, the
user is notified about it.

The "Welcome Mail" can be switched off in the ixi-UMS Voice-Mail Server Configuration.

Remark:

The users can change several settings via the ixi-UMS Voice-Mailbox Configuration. For more detailed information, please
refer to the ixi-UMS Portal Server Manual.

ixi-UMS Voice-Mail Server Configuration



The user administration of the UMS-users is realized by means of "Active Directory Users and Computers“ snap-in.

On the machine on that the ixi-UMS Voice-Mail Server is installed, the tab "ixi-UMS Voice-Mailbox" is registered automatically,
provided that the permissions are sufficient and the snap-in/role is available for the administration of "Active Directory Users

and Computers®.

If the "ixi-UMS Voice-Mailbox" tab shall be available on other machines, it has to be registered subsequently.

Remark: Thetab is only available on the machine, on which the DLL has be registered!

If the PIN has been entered incorrectly several times and therewith the account for the log in by telephone has been locked, it
can be unlocked via the button "Reset". Via the button "Reset", you can select at any time:

Resend welcome mail
Reset PIN and resend welcome mail

With the next call, the user receives the welcome mail with his PIN again.

With the next call, the user receives the welcome mail again with a newly generated

PIN.

All the basic settings can be made globally at the ixi-UMS Server and are valid for all the users when "System Default" has
been selected in the each configurations. Only if the users shall receive divergent settings, these have to be entered in the user

management.

Eigenschaften von lohn Smith ? *
Mitglied von ~ Enwahlen  Umgebung  Sitzungen  Remoteuberwachung
Allgemein Adresse Kaonta Profil Rufrnummem Organigation
Remotedesktopdienste-Profil ~ COMs  pd-UMS Voice-Mailbox  pg-LUMS
Voice mailbox Reset

™ enahled ™ dizabled
Access Mode
" System default
™ Malogin via telephone
" Login via telephone [only profile zettings)
{* Login via telephone and remote inguiry
"i} Yoice mail settings Yoice Mail |

m Femate inquiry settings

Seftings to access user's
railbo

I& M otifications

Abbrechen

Rermate [nguing |

Mailbox |

Matifications |

@

153
Illl
a1l
4]
3]

All ixi-UMS installations are version 6.60 or newer
With ixi-UMS Enterprise 6.60 the encryption of the PIN and the IMAP password for the Individual login at the mail server is
increased. Only ixi-UMS Enhanced Voice Packages version 6.60 or higher and the ixi-UMS Voice-Mail Server are supported.
Please note that the ixi-UMS Voice-Mailbox tab in the Active Directory must also be renewed.

ixi-UMS Voice-Mailbox User Configuration

If the Voice mailbox is disabled, the caller hears a
respective announcement and cannot leave a
message.

At Access Mode it can be determined, whether and for
which features the user is entitled to log in by
telephone.

System default:
The settings at the ixi-UMS Server are valid.

No login via telephone:
The user is not entitled to log in. He cannot record any
announcements or access messages.

Login via telephone (only profile settings):
The user is entitled to log in via telephone, record his
announcements and set all the profiles.

Login via telephone and remote inquiry:
The user is entitled to log in, set his profiles and access
his messages.

Further settings in terms of language and permissions
can be made in the menues "Voice Mail", "Remote
Inquiry", "Mailbox" and "Notifications".
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In Greeting type it is determined, whether this user is enabled to use an individual or a personalized announcement.

Voice Mail >

Yaize Mail

Kl

Greeting type | |ndividual

Dezcription af the call ransfer destination announced by [only individual):

|ur'||_l,l Liger ﬂ
Greeting default language | EM [EMGLISH] ﬂ
Language detection |N|:|r'|e ﬂ

Caller can leave a meszage for these profiles

v Wiork v " acation
|v Mobile [v Cusztom 1
[v Home [v Custom 2
ze fallawing profile
outzide office hours -
during breaks |S_I.Jstem default j

LCancel |

At Description of the call transfer destination is
announced by (only individual) it is determined,
who announces the selection for the forwarding of
callers. This setting is only possible in combination
with the announcement type "Individual".

System Default:
The setting of the ixi-UMS Voice-Mail Server is used.

Only User:
The user must announce the selection for "Press 1
and 2" together with his individual announcement.

User and System:

The user deposits a regular announcement and the
ixi-UMS system then plays: "Press 1 to leave a
message or 2 to be forwarded to XXX"

The Greeting default language defines whether the caller hears the German or the English announcement by default.
Language detection specifies the method used to find out the preferred language for the caller.

System default:
Depending on caller address:

The language determined at Default Language is played.

Depending on what had been set at Country Codes / Languages, the caller can hear

the announcement in the language based on the sender number (if available).

Ask the caller for
language preference:

The caller gets a selection of the available languages (German and English by
default) and can choose which language he prefers.

The user can define in the phone menu and the browser-based ixi-UMS Voice-Mailbox configuration whether the caller can
leave an message or not. If necessary, this setting can be changed here.

When a profile is defined for outlide off-hours or during breaks, this profile is activated automatically according to the fixed

times.

Remark:

Depend of the settings in the ixi-UMS Portal Server the user can change these settings via the ixi-UMS Voice-Mailbox

Configuration.

ixi-UMS Voice-Mailbox User Configuration



At Menu Language it is determined, in which language the Mobile menu shall be announced to the user.

Remote Inquiry

PIM.

" Use syztem default

| Exrceptions
| Office telephone

[~ Mobile phone

% When the user has forgotten his PIN or has entered it
incorrectly several times, a new PIN can be entered

" Login allowed from all telephones with PIM
f» Login allowed from nowhere

[ without FIM
[ waithout PIM

ather numbers...

arder ta change profile settings and access the maibax with and withaut

Remate lnoquiny here.
Meru language | System defaul | Login allowed from all telephones with PIN is
o1 ] activated by default. That way, the users can access
their voice box via any telephone and log in by
Specify from which telephones the uzer is allowed o log in from remate in entering the PIN.

If this shall not be allowed, you can switch over to
Login allowed from nowhere.

At Exceptions, telephone numbers can be entered,
from that the user can change his profile settings
and access his messages. Depending on the general
selection, call numbers can entered here which do
not require a PIN-entry or it can be adjusted in
general, from which telephone the users are allowed
to log in.

K.

ﬂ

LCancel

The telephone numbers that may have have been entered in the AD at "General - Phone Number" and "Phone Numbers -
Mobile" are predefined. If without PIN is selected, no PIN-entry is required from this telephone. When dialing in from one of
the numbers defined here, the main menu is immediately read to the user.

More Exceptions X
Other phone numbers
+43 94 G454H [ without FIM
+49 178 48759578798 no FIM Add
Replace
Delete
Clear
(] | Cancel |
Remark:

At Other Phone Numbers, any phone number can be entered.
It is also possible here to allow the dial in from this telephone
without PIN-entry.

When entering phone numbers for the general access or the
access without PIN you have to take care, that the phone
numbers are deposited in the format +49 8142 47990.

If the access is restricted to one phone number, the caller ID must not be suppressed.

ixi-UMS Voice-Mailbox User Configuration
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IMAP Folder

Here a mailbox folder can be assigned to the user that differs from the default entry.

In this folder, the ixi-UMS Voice-Mailbox is searched for new messages when the ixi-UMS Voice-Mail Server on the phone is
queried.

Example:
If a subfolder "Voice" is created in the inbox of the user and all the voice mails are moved there rule-based, Inbox/Voice has
to be entered here.

¢ with Microsoft Exchange: Inbox/Voice
e with Lotus Domino: Voice

Mailbox W If an authorized account is used to access all
mailboxes (administrative access), mailbox access

M ailbios ] configuration is not required.

IMAF Folder (Inbios: If no administrative account for mailbox access is

used for this mailbox , the user must enter his
password via  the ixi-UMS  Voice-Mailbox
Configuration.

v Use administrative account to access the mailbox

[~ Use other IMAP uzer

Version 7.0 optionally supports the
| "IndivLoginHomepage".

[~ Usze ather IMAP server In this case, note the settings under Mail System -
| Advanced at ixi-UMS Voice-Mail Server.

—

LCancel

If the user name required for the IMAP access is not stored in the LDAP database and can not be read out, this can be entered
under Use other IMAP user. Optional this can also be entered by the user via the ixi-UMS Voice-Mailbox Configuration.

If the mailbox is not on the mail server specified in ixi-UMS Voice-Mail Server and the mail server does not support "IMAP4
forwarding" (e.g. Lotus Domino) and if it is not stored in the LDAP database, it must be specified as a different IMAP server.

Note:

If users have to enter the password to access their mailbox, the welcome message has to be sent, because the link to enter the
password (only in version 7.0) is included in it or the entry via the ixi-UMS Voice-Mailbox Configuration has to be activated.

ixi-UMS Voice-Mailbox User Configuration



It is determined here after how many and which sort of incoming messages the user shall receive a notification.

In order to be able to make use of the "Message Waiting Indication" or "SMS to the mobile phone", you have to make the
respective setting in the ixi-UMS Kernel Configuration, in the ixi-UMS Voice-Mail Server Configuration and the Notifier Express
must be activated.

Motifications » If "Use default notificationn settings" are activated,
individual settings can be made here.
General The Default Settings of the Notifier Express are used.

[~ Usze default notification settings L.
If enabled in ixi-UMS User Portal, users can change these

Notify the user about new messages settings in ixi-UMS Voice-Mailbox Configuration.

W on |1 - f
nev fa messagels At Send notifications to the following devices it can

Con | ] be determined, how the user is informed. Only the
options are active that can be used on the basis of the

[ on l——l deposited information. Missing yet required information
is indicated.

Send notification to the following devices

I Set Mw] on usar’s telsphone In the Configuration of the ixi-UMS Voice-Mail Server at
Ml Sender |33ed] General - Number conversion it can be termined, from
[ which LDAP-Attribute the number for the MWI-
notification is read out.

To activate the configuration option SMS to mabile Phone pleaze
enter the number of the mobile phone.

(n] 4 | Cancel ‘

Sender of the "Message Waiting Indication" (MWI) at the Telephone:

By default, the UMS-extension of the user is displayed as sender number at the telephone. If "Route-By-Redirection" was
activated in the configuration of the ixi-UMS Voice-Mail Server at General - Number configuration, the number entered there
is displayed at the telephone of the user as call back number. It should be guranteed that the user is connected to his mailbox
with this number by call-back.

In environments with e.g. networked PBX's it can happen that the internal and the external extension differ in order to get
access to the UMS Server.

In cases like this, the UMS number "dialed" from the outside has to be entered as recipient number at the user. The differing
internal MWI callback number must be deposited at the users separately.

In this case, the entire configuration of the notifications MUST be set at the user individually. No default settings are valid any
more.

In environments with several ixi-UMS Kernel sites AND the use of Route-By-Redirection, the respective voice box number must
be entered here.

Remark: In order to inform the user by MWI, the phone number of the user has to be entered in the User
Administration in the following format: +49 8142 4799555.

The fax number of the users is used as sender number for SMS-messages.

Remark: If e-mails and/or faxes shall be read via telephone, TTS and/or OCR is/are needed.
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Via the button "Reset", you can select at any time:

Resend welcome mail

Reset PIN and resend welcome mail
generated PIN.

Eigenschaften von lohn Smith ? >
Veroffertlichte Zerifikate Mitglied von Kennwortreplikation
Einwahlen Objekt Sicherheit Umgebung
Allgemein Adresse Konta Profil Rufnummem Organigation
COM+ Atribut-Editor wi-UMS Voice-Mailbox wi-LUMS

The remate inguiny service has been disabled (incorrect PIN entered).

Yoice mailbox Feset

(o system default Unlock

Accers Mode Unlock and send welcome mail

{7 System detaul Unlock and send welcome mail with new PIN

" Mo login via telephone
" Login via telephone [only profile settings)
{* Login via telephone and remate inguiry

"3') Waice mail zettings Yoice Mail |

m Remate inguiny settings Eiernote |rguiry |

ﬁ Seftings to access user's M zilbon |

mailbos —
I%- M atifications Motifications |
0K Abbrechen Obemehmen Hiffe

With the next call, the user receives the welcome mail with his PIN again.
With the next call, the user receives the welcome mail again with a newly

If the PIN has been entered incorrectly several times,
the account for the access via telephone is locked.
Via the button "Reset", it can be unlocked and you
can choose, whether and which further action shall
be executed:

Unlock:
The access by telephone is unlocked.

Unlock and resend welcome mail
The access is unlocked and the user receives the
welcome mail with his PIN again with the next call.

Unlock, reset PIN and resend welcome mail

The access is unlocked and the user receives the
welcome mail with a newly generated PIN with the
next call.
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5.2 ixi-UMS User Management

If "Using OpenLDAP for User Management" was chosen during the installation, the UMS users are managed in the ixi-UMS
Management Console.

The ixi-UMS Management Console had been installed with the ixi-Framework and can be started via the start menu or via the
icon at the desktop.

The tab for the ixi-UMS user configuration is installed also.

B id-UMS User Management — O >
o & € B B | Language || & Search
Display Mame German Business FAX Mumber
£ {Dinoso, Maria; v English  yname net +41 25 69871122
= Huber, Martin Huberk (Scompanyname. net +41 25 B9371123
= Meier, Stefan b eierS Scomparpname, net +41 25 69871124
,= Smith, Frank, SmithF @companyname. net +41 25 B3371126
0&:41:44 localhost:391 oaadmin
. g
Via the button ™ | a new user can be created.
User - Smith, Frank ot
General  Address  Organization  Phone  E-bail  ii-UMS
Commaon Mame [CN]  FrankSmith
Bazic Uzer Informations
First Mame |Frank |
Laszt Mame |SmitH |
Display Mame |Smith, Frank |
Fazgword | |
FrankSmith
Drezcription
Help Cancel Apply

For further information, please refer to the ixi-UMS Mail Server Connector or ixi-Framework Manual.
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All the basic settings can be made globally at the ixi-UMS Server and are vaild for all the users when "System Default" has
been selected in the configuration. hus, e.g. Deactivate the voice-mailbox on the server and activate it only for selected users.
If the function "remote inquiry by telephone" is to be used, a configuration for the IMAP access is absolutely necessary.

If the PIN has been entered incorrectly several times and therewith the account for the log in by telephone has been locked, it

can be unlocked via the button "Reset". The button "Reset" is always available. The options are explained under: Reset -
Unlock voice-mailbox

If the Voice mailbox is disabled, the caller hears a respective announcement and cannot leave a message.
At Access Mode it can be determined, whether and for which features the user is entitled to log in by telephone.

System default: The settings at the ixi-UMS Server are valid.
No login via telephone: The user is not entitled to log in. He cannot record any announcements or access
messages.

Login via telephone The user is entitled to log in via telephone, record his announcements and set all the
(only profile settings): profiles, independent of the settings in "Global User Settings - Login via telephone".
Login via telephone and The user is entitled to log in, set his profiles and access his messages, independent of the
remote inquiry: settings in "Global User Settings - Remote Inquiry"

Llger - Srnith, Frank oy

General Address  Organization Phone  E-Mail  i=iFUMS

Woice maibox (8 system default (O enabled () dizabled Reset
Accesz Mode
(®) System default () Login via telephone [only profile settings)
() No login via telephone () Login via telephone and remate inguiny
"i} Yoice mail zettings Yoice Mail
m Remate inguiry settings Bemate |nauiry
Q Settings to access uger's mailbox Mailbox
Jet N
I& M otifications Matifications
Q LUMS Configuration LIMS
[ o

Al -k S inztallations are version B.60 or newer

Help Cancel Apply

Further settings in terms of language and permissions can be made in the menues "Voice Mail", "Remote Inquiry", "Mailbox"
and "Notifications".

All ixi-UMS installations are version 6.60 or newer

With ixi-UMS Enterprise 6.60 the encryption of the PIN and the IMAP password for the Individual login at the mail server is
increased. Only ixi-UMS Enhanced Voice Packages version 6.60 or higher and the ixi-UMS Voice-Mail Server are supported.
Please note that the ixi-UMS Voice-Mailbox tab in the Active Directory must also be renewed.
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In Greeting type it is determined, whether this user is enabled to use an individual or a personalized announcement.

Voice Mail

Yoice M ail

Greeting type |ndividual

arly Lzer

S

Dezcription of the call ranzfer destination announced by [only individual):

LT

Greeting default language | EM [EMGLISH]

t |

Language detection Default

Caller can leave a meszzage for these profiles

ok Yacation
tabile Custarn 1
Harme Cuztam &
Ilze following profile
outzide the office hours Home
during breaks Syztem default
Ok

St

LCancel

et

At Description of the call transfer destination is
announced by (only individual) it is determined,
who announces the selection for the forwarding of
callers. This setting is only possible in combination
with the announcement type "Individual".

System Default:
The setting of the ixi-UMS Voice-Mail Server is used.

Only User:
The user must announce the selection for "Press 1
and 2" together with his individual announcement.

User and System:

The user deposits a regular announcement and the
ixi-UMS system then plays: "Press 1 to leave a
message or 2 to be forwarded to XXX"

The Greeting default language defines whether the caller hears the German or the English announcement by default.
Language detection specifies the method used to find out the preferred language for the caller.

System default: The language determined at Default Language is played.

Depending on caller address: Depending on what had been set at Country Codes / Languages, the caller can hear
the announcement in the language based on the sender number (if available).

Ask the caller for The caller gets a selection of the available languages (German and English by

language preference: default) and can choose which language he prefers.

The user can define in the phone menu and the browser-based ixi-UMS Voice-Mailbox configuration whether the caller can
leave an message or not. If necessary, this setting can be changed here.

When a profile is defined for outlide off-hours or during breaks, this profile is activated automatically according to the fixed

times.

Remark:

Depend of the settings in the ixi-UMS User Portal the user can change these settings via the ixi-UMS Voice-Mailbox

Configuration.
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At Menu Language it is determined, in which language the menu at the phone shall be announced to the user.

Remote Inquiry Y When the user has forgotten his PIN or has entered it
incorrectly several times, a new PIN can be entered
Remate Inquiry here.
Meru language |EN[ENGLISH] v| Login allowed from all telephones with PIN is
activated by default. That way, the users can access
FIN |“““ | their voice box via any telephone and log in by
Specify from which telephoneas the uzer iz allowed to log in from remaote in entering the PIN.
arder ta change profile settings and access the mailbax with and withaut
FIN. If this shall not be allowed, you can switch over to
() System default Login allowed from nowhere.
() Login allowed from all telephones with PIN
(® Login allowed from nowhere At Exceptions, telephone numbers can be entered,
[} Exceptions from that the user can change his profile settings
Office telephane without PIN and access his messages. Depending on the general
selection, call numbers can entered here which do
£ Moz phone (] without PIN not require a PIN-entry or it can be adjusted in
aflher Fumias. general, from which telephone the users are allowed
to log in.
] LCancel

The telephone numbers that may have have been entered in the AD at "General - Phone Number" and "Phone Numbers -
Mobile" are predefined. If without PIN is selected, no PIN-entry is required from this telephone. When dialing in from one of
the numbers defined here, the main menu is immediately read to the user.

More Exceptions 5 At Other Phone Numbers, any phone number can be entered.
It is also possible here to allow the dial in from this telephone
Qther phohe numbers without PIN-entry.
+41 69 9872157 | EAwthout iR
+41 175 697845 Add
Edit
Delete
Clear
. LCancel

When entering phone numbers for the general access or the access without PIN you have to take care, that the phone
numbers are deposited in the format +49 8142 47990.

Remark:
If the access is restricted to one phone number, the caller ID must not be suppressed.
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IMAP Folder
Here a mailbox folder can be assigned to the user that differs from the default entry.
New messages are then searched for in this folder.

Example:
If a subfolder "Voice" is created in the inbox of the user and all the voice mails are moved there rule-based, Inbox/Voice has

to be entered here.

e with MS Exchange: Inbox/Voice
e with Lotus Domino: Voice

Mailbox % If an authorized account is used to access all
mailboxes (administrative access), mailbox access
Mailbiox configuration is not required.

tailbow Access

IMAP Folder Inbios

If no administrative account for mailbox access is
used for this mailbox , the user must enter his
b Use other IMAP user password via the ixi-UMS  Voice-Mailbox
|Smith5| Configuration.

Uze adminiztrative IMAP account to access the mailbox

IMAP uzer name

Version 7.0 optionally supports the

"IndivLoginHomepage".
b zil Server

[ Use other IMAP server In this case, note the settings under Mail System -
Advanced at ixi-UMS Voice-Mail Server.

143

] LCancel

If the user name required for the IMAP access is not stored in the LDAP database and can not be read out, this can be entered
under Use other IMAP user. Optional this can also be entered by the user via the ixi-UMS Voice-Mailbox Configuration.

If the mailbox is not on the mail server specified in ixi-UMS Voice-Mail Server and the mail server does not support "IMAP4
forwarding" (e.g. Lotus Domino) and if it is not stored in the LDAP database, it must be specified as a different IMAP server.

Note:
If users have to enter the password to access their mailbox, the welcome message has to be sent, because the link to enter the
password (only in version 7.0) is included in it or the entry via the ixi-UMS Voice-Mailbox Configuration has to be activated.
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It is determined here after how many and which sort of incoming messages the user shall receive a notification.

In order to be able to make use of the "Message Waiting Indication" or "SMS to the mobile phone", you have to make the
respective setting in the ixi-UMS Kernel Configuration, in the ixi-UMS Voice-Mail Server Configuration and the Notifier Express
must be activated.

Benachrichtigungen e If "Use default notificationn settings" are
activated, individual settings can be made here.
Allgemein The Default Settings of the Notifier Express are used.

[] 5tandardeinzstelungen fiir Benachrichtigungen vensenden Lo
o If enabled in ixi-UMS Portal, users can change these
Benachrichtige den Benutzer . . . . . .
settings in ixi-UMS Voice-Mailbox Configuration.
bei 1  ~  neuen Fasnachricht(en)

At Send notifications to the following devices it

[Tbei can be determined, how the user is informed. Only the
[ bei options are active that can be used on the basis of the
deposited information. Missing yet required
Die Benachrichtigungen an folgends Gerate Senden information is indicated.
Ml auf dem Telefon des Benutzers setzen
Ahzender fir Ml |EIEIE!51 In the Configuration of the ixi-UMS Voice-Mail Server
[ 5M5 auf das Mobiltelefon at General - Number conversion it can be termined,

from which LDAP-Attribute the number for the MWI-
notification is read out.

Abbrechen

Sender of the "Message Waiting Indication" (MWI) at the Telephone:

By default, the UMS-extension of the user is displayed as sender number at the telephone. If "Route-By-Redirection" was
activated in the configuration of the ixi-UMS Voice-Mail Server at General - Number configuration, the number entered there
is displayed at the telephone of the user as call back number. It should be guranteed that the user is connected to his mailbox
with this number by call-back.

In environments with e.g. networked PBX's it can happen that the internal and the external extension differ in order to get
access to the UMS Server.

In cases like this, the UMS number "dialed" from the outside has to be entered as recipient number at the user. The differing
internal MWI callback number must be deposited at the users separately.

In this case, the entire configuration of the notifications MUST be set at the user individually. No default settings are valid any
more.

In environments with several ixi-UMS Kernel sites AND the use of Route-By-Redirection, the respective voice box number must
be entered here.

Remark: In order to inform the user by MWI, the phone number of the user has to be entered in the User
Administration in the following format: +49 8142 4799555.

The fax number of the users is used as sender number for SMS-messages.

Remark: If e-mails and/or faxes shall be read via telephone, TTS and/or OCR is/are needed.
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5.2.5 Reset-Unlock voice-mailbox

Via the button "Reset", you can select at any time:

Resend welcome mail With the next call, the user receives the welcome mail with his PIN again.
Reset PIN and resend welcome mail |With the next call, the user receives the welcome mail again with a newly generated
PIN.

If the PIN has been entered incorrectly several times, the account for the access via telephone is locked. Via the button
"Reset", it can be unlocked and you can choose, whether and which further action shall be executed:

Unlock The access by telephone is unlocked.

Unlock and resend welcome mail The access is unlocked and the user receives the welcome mail with his PIN again
with the next call.

Unlock, reset PIN and resend The access is unlocked and the user receives the welcome mail with a newly
welcome mail generated PIN with the next call.

Uszer - Smith, Frank pod

General Addiess Organization  Phone  E-Mail  i=i-UMS

The remaote inguiry zervice has been dizabled [incorect PIM entered).

Yoice mailbox (@) system default () enabled () disabled Reset

Accerz Mode Unlack
Suystem default L
® System defau L Unlock and send welcome mail
O Mo login via telephone Oy Unlock and send welcorme mail with new PIM
l‘;ll Yoice mail zettings Yoice ail
m Remate inquiry settings Bemate [nguiny
@ Settings to access uzer's mailbox b zilbo
! i Motifications M otifications
IS Configuration LIS

£ wiscan

All imi-LIk S ingtallations are verzion 660 or newer

Help Cancel Apply
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The Names.nsf is installed with the ixi-UMS Mail Server Connector. In the field "Fax Number" in the User Properties, the UMS
recipient number has to be entered. For more detailed information to the configuration of ixi-UMS, please refer to the ixi-UMS
Mail Server Connector Manual.

All the basic settings can be made globally at the ixi-UMS Voice-Mail Server and are vaild for all the users when "System
Default" has been selected in the configuration. Only if the users shall receive divergent settings, these have to be entered in
the user management.

When opening the user document, you do not always have to set it in edit mode: There is a button with that it is checked,
whether the PIN of the user might have been locked.

You can select at any time:

Resend welcome mail With the next call, the user receives the welcome mail with his PIN again.
Reset PIN and resend welcome mail |With the next call, the user receives the welcome mail again with a newly generated
PIN.
Bazicz | WorkiHome | Qther | Mlizcellaneous | Cedificates | Roaming | Adminizgtration Iz‘

Refresh usersettings
Check for locked PIN

Please select:
Fesend welcome mail

Feset FIN and resend welcome mail

b IXFUMS
¥ IXI-UMS Mobile

Enabled: rYESJLI

Greeting tvpe: rJLl

‘Target for call transfer iz rCﬁlr'ul_';-' uzer =]

announced by:

Greeting default language: "DE [GEHM.&N]L;I

Language detectian: rSyStem default 4=

hegzage leaving: rYngLI

lJze following profile outzide the - a1

office hours:

Access bode: rLogin via telephone {only profile zettingz) - bohile [+

FPackage only ;=)

henu lanquage: " Systern default 4=
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If in the section Voice Mail, Enabled is set to No, the caller gets an announcement that the ixi-UMS Voice-Mailbox is disabled.
In Greeting type it is determined, whether this user is enabled to use an individual or a personalized announcement.

At Target for Call transfer is announced by: it is determined, who announces the selection for the call transfer.

System Default:

Enabled: Yes The setting of the ixi-UMS Server is used.
Greeting tvpe:
Target for call transfer iz Svztem default Only User:
announced by: . " "
: The user must announce the selection for "Press 1 and 2" together
Greeting default language: Systern default . AT
- with his individual announcement.

Language detection: Svatern default
Mezzage leaving: Yes
Uze following profile User and System:

during office hours: Offi o The user deposits a regular announcement and the ixi-UMS system

during breaks: kabil then plays: "Press 1 to leave a message or 2 to be forwarded to

XXX".

The Greeting default language specifies the default announcement language used for the user if no "better" language can
be obtained for the caller.

At Language detection it can be determined, on the basis of which criteria the announcement language for the caller is
selected.

System default:

The language determined at Default Language is played.

L Depending on caller address:
Depending on what had been set at Country Codes /

Fault Langu :
D:paending on caller address Languages, the caller can hear the announcement in the

Azk the caller for language preference: language based on the sender number (if available).

Ask the caller for language preference:

4 The caller gets a selection of the available languages (German
and English by default) and can choose which language he
prefers.

You have to determine whether the caller can leave a message at this ixi-UMS Voice-Mailbox or not.
When a profile is defined for during off-hours or during breaks, this profile is activated automatically according to the fixed
times.

Remark:

Depend of the settings in theixi-UMS User Portal the user can change these settings via the ixi-UMS Voice-Mailbox
Configuration.

Remark: These times are not valid for the profile "Vacation.
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At Access Mode it can be determined, whether the user can only receive voice mails, record his announcements additionally
or also access his mailbox.

If System default is chosen, the settings of the ixi-UMS Voice-Mail
K Server are used.

Wi logir via telephone Please take into account the different settings at "Remote
Login via telephone [only profile settingz) Inquiry" and the "Mobile Package" here
Login via telephone and remate inguing *

4
System default: The settings at the ixi-UMS Voice-Mail Server are valid.
No login via telephone: The user is not entitled to log in. He cannot record any announcements or access messages.
Login via telephone The user is entitled to log in via telephone, record his announcements and set all the profiles,
(only profile settings): independent of the settings in "Global User Settings - Login via telephone".
Login via telephone and The user is entitled to log in, set his profiles and access his messages, independent of the
remote inquiry: settings in "Global User Settings - Remote Inquiry"
Access Mode: rSystem default 4 =]
Menu language: " Systern default =] At Menu language it is determined, in which
PIN: T language the Mobile Menu is announced to the
Allow access without PIN-entry user.

Office: rNDJ;l . .

Mobile rP— When the user forgot or entered his PIN incorrectly

. JIEE . .

Additional mumbers: T several times, a new PIN can be assigned here.
Remark:
The call numbers defined for "access without PIN-entry” are always granted access
Reatriction of the remote inquiry: rS}'S'[EErTI default ;=]

Allow access with PIN-entry

Office: "o ¥

Mobile: "No =]

Additional numbers: rJ

By default, the users can dial in their voice box from any telephone and log in by means of PIN-entry.

At Allow access without PIN-entry, phone numbers can be stated from that the user can change his profile settings and
access his messages without having to enter the PIN. When dialing in from a number defined here, the main menu is read to
the user immediately.
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When the Restriction of the remote inquiry is enabled, the log in by telephone can only be done by the call numbers defined
subsequently AND the allowed phone numbers at Access withour PIN. If “System Default“ is selected, the restrictions as
determined at the ixi-UMS Voice-Mail Server are valid.

When entering phone numbers for the general access or the access without PIN you have to take care, that the phone
numbers are deposited in the format +49 8142 47990.

Remark:
If the access is restricted to one phone number, the caller ID must not be suppressed.

An Outlook folder other than the Default Entry can be assigned to the user here.
This folder is searched for new messages then.

Example:

If a subfolder "Voice" is set up in the inbox of the user, Voice has to be entered here.

kAP folder: inbox

It is determined here after how many and which sort of incoming messages the user shall receive a notification.

In order to be able to make use of the "Message Waiting Indication" or "SMS to the mobile phone", you have to make the
respective setting in the ixi-UMS Kernel Configuration, in the ixi-UMS Voice-Mail Server Configuration and the Notifier Express
must be activated.

If Use default settings for notifications is enabled, no individual settings can be made at the user. The Default Settings of
the Notifier Express are adopted.

If nothing is entered at the user, the settings of the Notifier Express "Default User" are used.

* Motifications . . . . .
At Send notifications to the following devices it can be

determined, how the user is informed. Only the options are active
that can be used on the basis of the deposited information.
Missing yet required information is indicated.

In the Configuration of the ixi-UMS Voice-Mail Server at General -
Number conversion it can be termined, from which LDAP-
Attribute the number for the MWI-notification is read out.

=

on - 1 g7 new fax meszagels)
T .

oh - gl hew voice messagels)

an " g new ShAS meszageis)

Set bWl on uzer's phone: rYESJLI
bl sender: TARR4

ShAS to maobile phone: rYelel
Call the user at ruﬁiDEJj ri‘KESJj

Sender of the "Message Waiting Indication" (MWI) at the Telephone:

By default, the UMS-extension of the user is displayed as sender number at the telephone. If "Route-By-Redirection" was
activated in the configuration of the ixi-UMS Voice-Mail Server at General - Number configuration, the number entered there
is displayed at the telephone of the user as call back number. It should be guranteed that the user is connected to his mailbox
with this number by call-back.
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In environments with e.g. networked PBX's it can happen that the internal and the external extension differ in order to get
access to the UMS Server.

In cases like this, the UMS number "dialed" from the outside has to be entered as recipient number at the user. The differing
internal MWI callback number must be deposited at the users separately.

In this case, the entire configuration of the notifications MUST be set at the user individually. No default settings are valid any
more.

In environments with several ixi-UMS Kernel sites AND the use of Route-By-Redirection, the respective voice box number must
be entered here.

Remark: In order to inform the user by MWI, the phone number of the user has to be entered in the User
Administration in the following format: +49 8142 4799555.

Remark: If e-mails and/or faxes shall be read via telephone, TTS and/or OCR is/are needed.

All the data are stored in an LDAP-Attribute, as shown in the following:

- IXI-UMS UserDataAttribute/Tools

Set [K-URMS data as default

"[=IISDMOriginatingAddress=""lxIFaxSenderNumber=","x]CostCentar="."lxIMessageHeader=""[xIFaxiMaxFages=
0", "=IPermSendPriority=""lRIFA<PermTSvc=4""[KISMSPermTEve=4""[<NWOCPerm T Swvc=4""[x-UkSkokileEnabl
ed="""ixl-USFIMNFailure Count=0""
[HFUIMSMobilePIN=MTIzMDU =" "[<-_IMSMobileLevel=M","=-UMSMobileAnnouncementFlags=ENEM.." " TLI-UMS
tobileMNotdessageProfiles=""l<-UMSMobile OH=""ix-umsMobileRestrictionFlags=...." "ix-umsMaobilelMAFMailbo
x=inbox" "MMNThrshlds=""tMNDastDew="

Moreover, the set parameters can be "distributed" to all the users.

If the PIN has been entered incorrectly several times, the account for the access via telephone is locked. Via the button
"Reset", it can be unlocked and you can choose, whether and which further action shall be executed:

Basics WurkIHnmelOtherlMiscellaneuus Cenrificates | Roaming | Administration

Refresh usersettings
Check far locked FIN

The remote inquiry service has been disabled (incorrect PIN entered).

Please select:

Linlock

Linlock and resend welcome mail |

Linlock, reset PIMN and resend welcome mail |

Unlock The access by telephone is unlocked.

Unlock and resend welcome mail The access is unlocked and the user receives the welcome mail with his PIN again
with the next call.

Unlock, reset PIN and resend The access is unlocked and the user receives the welcome mail with a newly

welcome mail generated PIN with the next call.
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6 Info
6.1 About estos

) estos

A enables sasy communication

estos GmbH, headquartered in Olching near Munich, Germany, is a leading manufacturer of software solutions with focus on
unified communication with unified messaging, fax, voice mail, SMS and CTI (Computer Telephony Integration) with presence
and instant messaging. The products of %Firma% support existing standards like standard interfaces and standard
hardware; proprietary solutions are avoided. The company strives to provide its customers with future-oriented product
development, with a focus on integration in available environments.

Contact details:
estos GmbH
Petersbrunner Str. 3a
D-82319 Starnberg
Germany

Phone: +49 8151 36856 177
Fax: +49 8151 36856 199
E-Mail: info@estos.de
http://www.estos.de

© estos GmbH. All rights reserved. Changes, errors and misprints reserved. Product names are registered trademarks or
trademarks of their respective owners. The terms of business of estos GmbH come into force.

6.2 Version

Software: ixi-UMS Voice-Mail Server
Version: 8.00
Date: 11/21/2023
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